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INTRODUCTION 

Echoing the EU Industrial Policy, the European Commission (EC) recognises that innovation plays a key 
role for the European Union (EU) industry competitiveness. In this line, Member States’ (MS) public 
administrations and businesses already have access to various websites that provide information on 
advanced technologies, testing facilities, financing, etc. in the area of innovative solutions (e.g. the 
European Network for Pilot Production Facilities and Innovation Hubs).  

However, many of these websites provide only fragmented information rather than a comprehensive 
overview, forcing the authorities and businesses to visit many websites to obtain all needed data about 
innovation aspects. This fragmentation and lack of data interoperability, represents a burden and sets 
additional costs for the different interested stakeholders. 

In this context, the EC via the ISA2 Programme finances the current assignment ‘Collaborative Mapping 
of innovation supporting actors’ (CMISA) with the aim to develop and implement a: 1) central online 
database to serve as a basis for participating websites to upload their datasets; 2) common semantic 
data model to be used by participating websites to share their information on innovation supporting 
actors and instruments; 3) a central demonstrator website allowing the search of collected datasets 
within a graphical user interface, and; 4) an API to ease exchange of data between various 3rd party 
European and national websites and allow public administrations and enterprises to receive needed 
information faster and in a more efficient manner. For the purpose of this document, Project Team 
refers to all stakeholders sharing their dataset with CMISA as ‘aggregators’.   

 

SCOPE 

This deliverable provides useful information to aggregators and 3rd party websites on how to share 
their datasets with CMISA online demonstrator website, retrieve and use these data by accessing the 
related API. Specifically, it outlines the steps that aggregators should follow in order to import their 
data to the central database via a CMISA API as well as how to call the API in order to retrieve data 
from CMISA1.  

The implementation of the CMISA API aims at increasing the data quality by elaborating a flexible 
common set of rules with the descriptions of the actors and instruments. It also helps reducing effort 
for EU data providers by enabling a harmonised central dataset, making available information from the 
participating websites. This endeavour should allow policy makers to analyse more efficiently 
innovation-related datasets, enabling decision-making on accurate evidence.  

It is important to note, that the current manual is a ‘live’ document and as such it evolves over time 
with the progress on the project but also via feedback received from aggregators. 

 

 

 

1 Please note, that in addition to an API, CMISA provides additional means, such as an embeddable map, or 
datasets in downloadable excel format for websites to reuse the data it collects. For more information, please 
visit https://joinup.ec.europa.eu/collection/cmisa  
 

https://www.europarl.europa.eu/factsheets/en/sheet/61/general-principles-of-eu-industrial-policy
https://joinup.ec.europa.eu/collection/cmisa
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 CMISA APIS – HOW TO SEND AND RETRIEVE DATASETS TO/FROM THE 
CMISA CENTRAL DATABASE  

The overall process followed in order to send and retrieve datasets to/from the CMISA central 
database is the following: 1) aggregators collect the data from different websites/actors, 2) they merge 
and structure the information under a common format (JSON) which are then, 3) sending to the CMISA 
central database via CMISA API. Any 3rd party websites will be able to access the central database of 
the system via the CMISA API in order to retrieve the desired datasets and use them for their purpose.    

In this context, the Project Team developed two (2) APIs in PHP v7.4 / Symphony v5, as the standard 
technology suggested from the EC. 

• The first API is used to receive datasets from aggregators and import them to the main central 
database (see 1.1 API – Sending aggregator datasets to CMISA central database). 

• The second API allows the CMISA demonstrator website, as well as 3rd party websites, to query 
the central database and retrieve the requested datasets. Any 3rd party website will be able 
to use this API by requesting access to the server/API and then CMISA will grand access by 
adding the related and required domains (i.e. Domain.com) of the 3rd party website in the API 
allowed origins area (see 3. API – Retrieving datasets from central CMISA database – For all 3rd 
party websites). 

1.1. API - Sending aggregator datasets to CMISA central database 

The overview of the process followed by the API when receiving datasets from aggregators is 
presented in Figure 1 below. 
 

Figure 1 – Overview of API receiving datasets from Aggregators 
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1.2  API – 3rd Party web sites retrieving datasets from CMISA central database 

 
The overview of the process followed by the API when retrieving datasets from Central Database and 
sending datasets to 3rd party websites is presented in Figure 2 below. 
 

Figure 2 - Overview of API retrieving datasets from Central Database 
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 SENDING DATASETS TO CENTRAL CMISA DATABASE – FOR AGGREGATOR 
WEBSITES 

2.1. Preparation of datasets 

The web API used to upload datasets received from aggregators will merge the data into one dataset 
in the central databased. These datasets must meet certain format and structure, as described below.  

1. The datasets should meet the requirements set by the common data model2: 

• All data pushed to the database need to have the same characteristics, and at least 
the mandatory data must be provided. 

• In case the datasets do not match the existing format in the common data model, then 
the data will not be added to the database. The Aggregators will receive a message in 
case of success or failure (see 2.6). 

2. The aggregators should use JSON format to send CMISA their data: 

• The Aggregators will be able to send their datasets to the central database by using a 
predefine JSON file via the API. The JSON format and values can be found in section 
‘2.2. Format and structure of API JSON’ below.  

3. The Aggregators are authorised to upload datasets:  

• The system will check if the aggregator is authorised to use the API and send data. This 
authorisation will be completed via the Commission’s API Gateway (see section ‘2.3 
Access the API – Identification and Authorisation’).  

 
Importantly, the transfer of the data will only be possible if the above-mentioned criteria are followed. 
 

2.2. Format and structure of API JSON 

A template of the JSON3 format that should be used is provided in Annex 1 and it is shown in Table 1 
below. To support the aggregators in the creation of JSON, there is important information below: 

• The JSON includes tags that are associated with controlled vocabularies. More information on 
how to use controlled vocabularies when sharing data via JSON can be found in Annex 2.  

• In the JSON in Table 1, wherever you see the value ‘0’, it should be replaced by string data of 
your choice. 

• In the JSON in Table 1 , wherever you see the value 0, it should be replaced by numerical data 
of your choice. 

• Regarding the platform ID, each aggregator is assigned a unique number. Please consult the 
list below.  

 
2 Common data model available in all serialisation here: 
https://joinup.ec.europa.eu/collection/cmisa/solution/cmisa/release/101  
3 More information on JSON: https://jsonapi.org/format/  

https://joinup.ec.europa.eu/collection/cmisa/solution/cmisa/release/101
https://jsonapi.org/format/
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o ATI : platform ID 1 

o DIH : platform ID 2 

o EEN : platform ID 3 

o ECCP : platform ID 4 

o KET4CP : platform ID 5 

• If your aggregator is not listed here, please get in touch with us on 
cmisa@trasysinternational.com. 

• When an aggregator sends us a new dataset, all previous data from the given aggregator is 
deleted from the central database and only the new dataset is saved. 

• The maximum JSON file size the system can support is 5MB4. 
 

Table 1 – JSON template5 

{ 
    "platform_id": 0, 
    "actors": [ 
        { 
            "actor_classification__id": 1, 
            "actor_type__id": 1, 
            "actor_name": "0", 
            "alternative_actor_name": "0", 
            "actor_description": "0", 
            "aggregation": [ 
                { 
                    "platform_actor_access__url": "0", 
                    "aggregation_identifier": "0" 
                } 
            ], 
            "linked_actor": [], 
            "contact_details": [ 
                { 
                    "email": "0", 
                    "telephone": "0", 
                    "name": "0", 
                    "position": "0" 
                }, 
                { 
                    "email": "0", 
                    "telephone": "0", 
                    "name": "0", 
                    "position": "0" 
                } 

 
4 We are currently testing the platform in order to ensure that it can support an even larger file size. 
5 Note to aggregators: we continuously work on improving the JSON. Hence, certain fields might become obsolete 
in updated versions. 

mailto:cmisa@trasysinternational.com
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            ], 
            "actor_identifier": [ 
                { 
                    "actor_identifier": "0" 
                }, 
                { 
                    "actor_identifier": "0" 
                } 
            ], 
            "actor_url": [ 
                { 
                    "actor_url": "0" 
                }, 
                { 
                    "actor_url": "0" 
                }, 
                { 
                    "actor_url": "0" 
                } 
            ], 
            "actor_collaboration_relationship": [ 
                { 
                    "collaboration__id": 1, 
                    "organizational_collaboration": [ 
                        { 
                            "collaboration_identifier": [ 
                                { 
                                    "collaboration_identifier": "0" 
                                } 
                            ], 
                            "collaboration_classification": [ 
                                { 
                                    "collaboration_classification": "Project" 
                                } 
                            ], 
                            "collaboration_name": "0" 
                        } 
                    ] 
                } 
            ], 
            "actor_classification": [ 
                { 
                    "actor_classification_label": "0", 
                    "actor_classification_notation": "0" 
                } 
            ], 
            "actor_type": { 
                "actor_type__id": 1, 
                "actor_type_label": "0", 
                "actor_type_notation": "0", 
                "actor_type_definition": "0" 
            }, 
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            "suborganization": [], 
            "location": [ 
                { 
                    "geographic_name": "0", 
                    "geographic_identifier": "0", 
                    "geometry": "0", 
                    "address": [ 
                        { 
                            "full_address": "0", 
                            "admin_unit__l1": "0", 
                            "admin_unit__l2": "0", 
                            "state": "0", 
                            "postal_code": "0" 
                        } 
                    ] 
                } 
            ], 
            "actor_catalog_relationship": [ 
                { 
                    "catalog__id": 1, 
                    "generic_catalog": [ 
                        { 
                            "catalog_name": "0", 
                            "catalog_description": "0” 
                            "catalog_value": "0", 
                            "catalog_attribute": [ 
                                { 
                                    "attribute__id": 0, 
                                    "catalog__id": 0, 
                                    "attribute_name": "0", 
                                    "attribute_value": "0", 
                                    "attribute_description": "0" 
                                } 
                            ] 
                        } 
                    ] 
                } 
            ], 
            "actor_sector_relationship": [ 
                { 
                    "sector__id": 0, 
                    "sector": [ 
                        { 
                            "sector_name": "0", 
                            "sector_description": "0", 
                            "sector_type": [ 
                                { 
                                    "sector_type_label": "0", 
                                    "sector_type_notation": "0", 
                                    "sector_type_parent__id": 0 
                                } 
                            ] 
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                        } 
                    ] 
                } 
            ], 
            "actor_technology_relationship": [ 
                { 
                    "technology__id":1, 
                    "technology": [ 
                        { 
                            "technology__id": 0, 
                            "technology_name": "0", 
                            "technology_description": "0", 
                            "technology_type": [ 
                                { 
                                    "technology_type__id":0, 
                                    "technology_type_label": "0", 
                                    "technology_type_notation": "0" 
                                } 
                            ] 
                        } 
                    ] 
                } 
            ], 
            "actor_trl_relationship": [ 
                { 
                    "technology_readiness_level__id": 0, 
                    "technology_readiness_level": { 
                        "technology_readiness_level__id": 0, 
                        "technology_readiness_level": "0", 
                        "technology_readiness_level_description": "0" 
                    } 
                } 
            ] 
        } 
    ] 
} 

 

2.3. API Specification and Swagger access 

The aggregators can access the API JSON files and find the following available end points on a swagger 
file. This swagger file is shown in Figure 36. 
 

 

 

 
6 Access to the Swagger file as downloadable document will soon become available. 
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Figure 3 - Swagger File preview 

 
 

2.4. Sending the data to the Server 

The aggregators can send their data to the server using the information that appears under the 
section ‘Save Actor’ in the swagger file shown in Figure 4. 
 
 

Figure 4 - Swagger – Save Actor area 

 
 
 
The field ‘Save actor’ area provides the information of all required mandatory fields that the 
aggregators’ JSON must contain and send to the central server. These required fields are shown in 
Table 2 and Figure 5. 
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Table 2 – Required attributes in JSON file 

Name Description 

actor_classification__id The id of the actors classification 

actor_description Actors description field 

actor_name Actors name 

actor_type__id The type of the actor 

actor_url Array Of Actors URL 

alternative_actor_name Short Actor Name 

contact_details The contact details of Actor 

linked_actor An Array of ids of the actors that are linked with actor 

location The location of the Actor 

suborganization 
Array of ids of the actors that are a sub-organisation 
of the Actor 

 
 

Figure 5 - Swagger – Save Actor parameters 
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2.5. Access the API – Identification and Authorisation  

The identification, as well as authorisation of the aggregator (API's user) will be done via the API 
Gateway7, which is the standard solution of the European Commission. In particular, remote back ends 
that are running on secure servers will invoke the API to push their datasets. The authorisation of an 
API's user will be done via the API Gateway using a token, key+secret (code).  
 
The steps for authorisation are the following: 

1) Each Aggregator must request an individual key+secret from DG GROW (by emailing on GROW-
CMISA@ec.europa.eu and/or cmisa(at)trasysinternational.com) in advance of using the CMISA API. 
2) The Aggregator should get an access token from the API gateway, as shown in Figure 6 using the 
key+secret: 

curl -k -d "grant_type=client_credentials" \ 
                    -H "Authorization: Basic Base64(consumer-key:consumer-secret)" \ 
                      https://api.tech.ec.europa.eu/token 
 

Figure 6 - Example of Access Token 

 
 

 
3) The Aggregator should use that token to invoke the actual API via 
https://api.acceptance.tech.ec.europa.eu/cmisa/api/actor8 as shown in Figure 7. 

 

 
7 More information: https://citnet.tech.ec.europa.eu/CITnet/confluence/display/REUSE/API+Gateway 
8 The API URL for the operational website will become available as soon as we receive validation from the 
European Commission.  

mailto:GROW-CMISA@ec.europa.eu
mailto:GROW-CMISA@ec.europa.eu
mailto:cmisa@trasysinternational.com
https://api.tech.ec.europa.eu/token
https://api.acceptance.tech.ec.europa.eu/cmisa/api/actor
https://citnet.tech.ec.europa.eu/CITnet/confluence/display/REUSE/API+Gateway
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Figure 7 - Example on how to invoke the API 

 
 
The Aggregator should note that in case the token is not valid, the gateway will provide a message as 
shown in Figure 8. 

 
Figure 8 - Invalid token 

 
 

2.6. Upload of the datasets 

Regarding the platform ID, each aggregator is assigned a unique number. All data that will be sent to 
the server will check the aggregator ID. If the ID already exists in the database, it will automatically 
overwrite the records. As mentioned in section 2.2 Format and Structure of API JSON, please consult 
the list below for the known platform IDs. If your aggregator is not listed here, please get in touch with 
us on cmisa(at)trasysinternational.com. 

• ATI : platform ID 1 

• DIH : platform ID 2 

• EEN : platform ID 3 

• ECCP : platform ID 4 

mailto:cmisa@trasysinternational.com
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• KET4CP : platform ID 5 

For each submitted data, the system will respond back with a message type to allow aggregators 
understand, whether their submission was successfully uploaded, rejected, etc. The API also keeps 
track of uploaded attempts and results. These results will be kept in the central database and will be 
available through a direct query to the database by CMISA admins, for trouble shooting purposes.  

From the swagger file and for each case, aggregators can generate and see these messages by using 
the “Try it out” button and then execute option, as shown in Figure 9. 
 

Figure 9 - Swagger – Try it out - Responses 

 
 
The API provides feedback to aggregators in case of successful / unsuccessful operations via different 
error codes and descriptions. These types of errors are: 

 

• 200 – Success OK: Indicates that the user request was accepted successfully. 
 

• 404 – Not Found: Either there is no API method associated with the URL path of the 
request, or the request refers to one or more resources that were not found, as shown in 
Table 3.  

 
Table 3 – Error 404 message 

{ 
"error": { 
 "errors": [ 
  { 
   "domain": "global", 
   "reason": "notFound", 
   "message": "Not Found" 
  } 
 ], 
 "code": 404, 
 "message": "Not Found" 
 } 
} 

 

• 401 – Unauthorised  
Access to a Requester Pays bucket requires authentication shown in Table 4. 
 

 
Table 4 - Error 401 message/ Unauthorised 

{ 
"error": { 
 "errors": [ 
  { 
   "domain": "global", 
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   "reason": "required", 
   "message": "Login Required", 
   "locationType": "header", 
   "location": "Authorization" 
  } 
 ], 
 "code": 401, 
 "message": "Login Required" 
 } 
} 

 

• 500 – Internal Server error 
 

• 409 – Conflict 
A request to change a resource, usually a storage.*.update or storage.*.patch method, failed 
to commit the change due to a conflicting concurrent change to the same resource as shown 

in Table 5. The request can be retried, though care should be taken to consider the new state 
of the resource to avoid blind replacement of another agent's changes. 

 
Table 5 – Error 409 message 

{ 
"error": { 
 "errors": [ 
  { 
   "domain": "global", 
   "reason": "conflict", 
   "message": "Missing required data" 
  } 
 ], 
 "code": 409, 
 "message": " Missing required data " 
 } 
} 

 
 
For any questions or clarifications, please use the Helpdesk Support via 
cmisa(at)trasysinternational.com. 

mailto:cmisa@trasysinternational.com
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 RETRIEVING DATASETS FROM CENTRAL CMISA DATABASE – FOR ALL 
3RD PARTY WEBSITES 

The datasets of the central database are accessible via an API9. This API is the same for both the 
demonstrator website operated by the Commission and 3rd party websites and can expose the same 
datasets with common characteristics. The demonstrator website can show the number of datasets 
available as well as the way of filtering, previewing and exporting the data. It has been developed to 
demonstrate the value of re-using datasets by 3rd party websites. Any 3rd party website may use the 
same API,  which will give access to CMISA datasets so that they can enrich their websites with CMISA 
data. The overview of the activities is presented in Figure 10 below. 
 

Figure 10 – Overview: the process of API sending datasets to demonstrator website 

 
 
 

3.1. Querying the database 

The web API allows the querying of the central database and the retrieval of structured data. The 
structure of this JSON file is the same as the JSON file aggregators use (Table 1). The Common Data 
Model is available in various formats to be used by the websites to share / publish their datasets on 
innovation supporting actors in a standard and harmonised way. Users can access it on Joinup by 
following this link: https://joinup.ec.europa.eu/collection/cmisa/solution/cmisa/release/101. The 
Common Data Model represents a robust semantic model that promotes Innovation Supporting 
Actors by facilitating data exchange, sharing and publishing of data. 
 

 
9 The collected data is also accessible via an embeddable map and downloadable in Excel format.  

https://joinup.ec.europa.eu/collection/cmisa/solution/cmisa/release/101
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In case the data is not available or the server has an internal error the following messages will be 
displayed: 
 

• HTTP Error 404 (Not Found) 
This error will be displayed when a resource on the server does not exist or it is a 
broken link, or mistyped url, etc. 
 

• HTTP Error 500 (Internal Server Error) 
This error appears when the server encounters some form of internal error. 

 
The API provides all necessary information to the demonstrator website related to user’s actions. 
 In more details, a sample of the query parameters for each option will be the following: 
 
Query parameters Samples 
 

All options selected: 
 
domain.eu/api/results?q=searchterm<String>&countries=[1,2,3]<ID[]>&<String>actortype=[1,2,3]
<ID[]>&<String>competences=[1,2,3]<ID[]>&<String>trl=[1,2,3]<ID[]>&<String>marketsectors=[1,2
,3]<ID[]> 

Search with term: 
 
domain.eu/api/results?q=searchterm 

Countries – Filter: 
 
domain.eu/api/results?<String>&countries=[1,2,3]<ID[]> 

Actor type – Filter: 
 
domain.eu/api/results?<String>actortype=[1,2,3]<ID[]> 

Technical Competences – Filter: 
 
domain.eu/api/results?<String>competences=[1,2,3]<ID[]> 

Focus on TRL – Filter: 
 
domain.eu/api/results?<String>trl=[1,2,3]<ID[]> 

Market Sectors – Filter: 
 
domain.eu/api/results?<String>marketsectors=[1,2,3]<ID[]> 
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 ANNEXES 

4.1. Annex 1 – CMISA JSON Template payload 

 

CMISA sample.json

 

4.2. Annex 2 – Information on how to use Controlled Vocabularies in JSON 

SC373_D06.02 

Aggregators Manual_Annex 1_Info on Json_v1.00.xlsx 

https://joinup.ec.europa.eu/sites/default/files/inline-files/CMISA%20-%20JSON%20template%20payload_0.txt
https://joinup.ec.europa.eu/sites/default/files/inline-files/SC373_D06.02%20Aggregators%20Manual_Info%20on%20Json_v1.00.xlsx

