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VISION

National security through responsible information sharing

MISSION

Advance responsible information sharing to further
counterterrorism and homeland security, and
cybersecurity missions

Improve nationwide decision making by transforming
iInformation ownership to stewardship

Promote partnerships across federal, state, local, and
tribal governments, the private sector, and
Internationally
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FOUNDATION
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Protection Act of 2004
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NATIONWIDE CHALLENGES

Multiple Missions & Authorities —— National Approaches to Interoperability
Crushing Financial Pressures ~—> Integrated Capabilities & Shared Services
Evolving & Converging threats ~— > Common Operating Models

77 Fusion Centers

People
6 RISS Centers 28 bl
Agencies EB]
Officers NCIJTF = CJIS = FIGs = JTTFs = JRIGs = TSC
DHS

911 Operators |&A = ICE = CBP = TSA = DNDO = NPPD

Firefighters DOJ Nlets
ATF = DEA = USMS = OJP NCTC

Security Officers {\)/Iarm me ~ JCAT

omain A| r
CI/KR Sectors State DoD Domain

* Numbers are estimates

Protection of Privacy, Civil Rights, and Civil Liberties ‘
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NATIONAL STRATEGY FOR
INFORMATION SHARING
AND SAFEGUARDING

Principles:

* Information as a national asset.

* Information sharing and safeguarding requires shared risk
management.

* Information informs decision making.



STRATEGY GOALS

Drive Collective Action through Collaboration and Accountability

Improve Information Discovery and Access through Common
Standards

Optimize Mission Effectiveness through Shared Services and
Interoperability

Strengthen Information Safeguarding through Structural Reform,
Policy, and Technical Solutions

Protect Privacy, Civil Rights, and Civil Liberties through Consistency
and Compliance



INSTITUTIONALIZING A
MANAGEMENT FRAMEWORK

* White House-based
Governance g B

AND SAFEGUARDING

* Strategic Implementation

Plan ”&
*® _ASE.

9
STRATEGIC IMPLEMENTATION PLAN
FOR THE NATIONAL STRATEGY FOR INFORMATION
SHARING AND SAFEGUARDING

e Performance-Based
Oversight

December 2013
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THE NEED FOR SEMANTIC
INTEROPERABILITY




WHAT 1S NIEM?

-

Common Language
(Community-driven Data Model)

~

-

Repeatable, Reusable Process
(Information Exchange Development Lifecycle)
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~
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INTERNATIONAL
INTERACTIONS

ISA Programme

Europol

CrimTrac, Australia

Interoperability Solutions
for European Public
Administrations (ISA)
Programme supports and
facilitates cross-border
electronic collaboration
between European public
administrations

Explored potential

alignment between NIEM
& ISA Core Vocabularies
via mapping exercise for:

e Core Person
» Core Business
« Core Organization

\

4

Create a common
framework for
structured information
exchange between
European Union (EU)
law enforcement
authorities

Potential to leverage
the NIEM framework to
inform Europol’s
Universal Messaging
Format (UMF2)
development

~
Responsible for national

information sharing
services between state,
territory and federal law
enforcement and national
security agencies

Objective to deepen
understanding of NIEM in
context specific to the
Justice & Biometrics
Domains

Interest in NIEM
expressed across several
Australian agencies
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EU CASE sTUDY: EPOC 1
USE OF NIEM

N I E M MATIONAL INFORMATION EXCHANGE MODEL
MNIEM.gow

CASE STUDY

Benefits of NIEM Extends Beyond Borders
ERPOC USE OF MIEM

WHAT IS EUROJUST?

Eurgjust, the European Union's Judidal Cooperation Unit, was created by the Council of the European

Union in February 2002, to help provide safety within the areas of freedom, security, and justice. Eurojust
improves the fight against serious crime by facilitating the optiral coordination of action for irvestigations and
prosecutions covenng the temitory of more than one European Union (EU) Member State with full respect
for fundarmental nghts and freedaorms. Eurgust is composed of 27 Mational Mermbers, one fromeach EU
tWember State. Senior and experienced judges, prosecutars, and police officers of equivalent competence
formthe Callege of Eurojust.

THE EPOC IV PROJECT THE EPOC CONCEPT

The EFOC 1Y Experimentation Project started on April 1, 2009 for The idea behind the European Pool
athree-year period with Eurajust and ten European Member State against Organized Crime (EPOC) is
Project Partners. The Project's key aim isto "Further evaolution of the to develop tools to suppart the fight
EPOC software to allow the exchange of mfarmation wih national against serious and arganized crime.
CMSs and the promotion of its usage in the Member States.” The EPOC concept started in 2002

with the ltalian Ministry of Justice.
One of the five objectives for the EPOC I projectwas the

"Drafting of a D ata Standard to exchange data between Eurojust adopted the EPCC software

different Case Management Systems.” From this data standard it as its case management system
was decided to develop a communication for the specific scenario of {CMS) in 2004 and continues to

15



NORTH AMERICA
ADOPTION

Temporary Resident Biometrics Project

- Citizenship and Immigration Canada UNITED STATES ¢

« US Citizenship and Immigration BEYOND »fnff‘ii%l?s{:\kl?‘\
Services N SeloN FOR PERIMETER secypyry

IMPETITIVE NESS

Entry/Exit Data Exchange
« Canada Border Services Agency Acion Play
« US Customs and Border Protection

North American Day Pilots
(US/Canada/Mexico)

* Public Health Pilot, Public Health Alerts
» Public Safety Pilot, Stolen Vehicles




As we celebrate the launch of NIEM 3.0, the NIEM Program Management Office (PMO)
would like to thank the NIEM community for their active participation and feedback.

SO, WHAT DID IT TAKE TO LAUNCH 3.0?

U %
W, L
13 months 5 stages 6 yearssince last &

major release

g, B %= B

T, Architectural Existing data Substitution 33 code
X Enhancements element definitions list placeholders list updates

modified added

Biometrics added
180 attendees 12,513 page views their first input to the model
for Beta Tech Talk to NIEM 3.0 web pages
in June 2013

(] J & X

First ever public 20+ NBAC 70+ total 30 total Comments received
review of NIEM  harmonization calls NBAC review NTAC review from federal, state,
(three rounds) in the pastyear submissions submissions local, international, and
industry partners

The PMO thanks the NIEM community for your dedication to advancing the program.

(4]

Chemical, Biological, Radiological, Nuclear (CBRN);
Children, Youth, and Family Services (CYFS);
Justice; Maritime; Immigration; and Screening
added and/or updated content
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PROJECT INTEROPERABILITY

Focused on the white-space between Agencies
Mission & framework agnostic

Modular development extending existing capability
Practitioner-focused integration of best practices

Discover

Interoperable
Services

.Build

Interoperable
Services

. Extend

Interoperable
Services

ISE Interoperability Tools

Architecture Alignment

Attribute Exchange

Common Profile

Data Aggregation

Exchange Patterns

Geospatial

Identity and Access Management

Maturity Model

National Information Exchange
Model

Reference Architecture

Standards and Specification
Framework

Springboard

19



MI1SSION USE: NEW JERSEY
INFORMATION SHARING
ENVIRONMENT
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TOOL EXAMPLE: ADVANCIN
FEDERATED IDENTITY MGMT

* National Strategy for Trusted
ldentities in Cyberspace

* Federation to Inter-Federation

* Managed Attribute Federations

* Integrate into Standards-Based
Acquisition efforts

21



STANDARDS

COORDINATING COUNCIL

4 SEARCH

WE SET THE STANDARD

OASIS 19

The Organization for the Advancement of Structured Information Standards

Arecr
ﬁ ' ' ‘t’ The Association for Enterprise Information

Pegple — Process —Technology

NIST

NATIONAL STRATEGY FOR
TRUSTED IDENTITIES
IN CYBERSPACE

™

Enhancing Online Choi
Security, and Privacy

Open Geospatial Consortium, Inc.

dok

Amgrican Council for Tochnology Industry Advisory Council

Mdvancing Governmesd Through Collabaration, Edusation and Astion

Global Justice

I1y‘ormation
Sfmring
Initiative

A
& NIEM

Bndging Information Systems
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INTEROPERABILITY @
NEEDS COLLABORATION

/Collaboration Value\

= Reduce standards
fragmentation

= Accelerate industry
adoption

= Lower risk and cost

= Increase mission

Cgility /




NEXT STEPS

* Discuss and joint exploration of possibilities

* |[dentify potential areas of collaboration and target
outcomes

 Gain stakeholder buy-in and engagement

 Leverage mutual commitment to international voluntary
consensus standards
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VISIT ISE.GOV
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—= An Official Website of the United States Government Wednesday, April 02, 2014 Text “A *A

Get Email Updates | Contact Us

E. Information Sharing Environment [Search SE.gov (co)

About ISE Annual Report Blog Mission Partners Building Blocks ISE Programs Media Center Resources

Project Interoperability =

A community start-up guide to interoperability and info P R O J E C T

sharing. Help us edit and improve it on GitHub! I N T E R 0 P E R A B I L I 'r Y

Project Interoperability: A Start-Up Guide to Info Sharing

IMPORTANT: THIS IS A DRAFT AND STILL UNDER CONSTRUCTION.

1. Background

Project Interoperability is a start-up guide for information interoperability. The tools and resources

”

ISE on Twitter
@shareandprotect

| =t

What is ISE?

The Information Sharing Environment (ISE) broadly refers to the people, projects, systems, and agencies that shareandprotect

This i April Fool's joke:
enable responsible information sharing for national security. Welsplgsr;;)d glzlidezoa:dlo °

resources for building info
sharing on @GitHub . Help
improve it!
t.co/H69P3hnbWgq &
14 hours 42 min ago. [i]

L' J @shareandprotect
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