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M ISSION  
Advance responsible information sharing to further 

counterterrorism and homeland security, and 

cybersecurity missions 

Improve nationwide decision making by transforming 

information ownership to stewardship 

Promote partnerships across federal, state, local, and 

tribal governments, the private sector, and 

internationally 

V ISION  
National security through responsible information sharing 

3 



SCOPE  

Diplomacy 

Homeland Security 

Intelligence 

Defense 

Law Enforcement 

Frontline 
• Investigators 

• Analysts 

• Operators 

Federal 
State 

Local 
Tribal 

Private Sector 
International 

C
o

m
m

u
n

it
ie

s Information 
Sharing 

Environment 
(ISE) 

Information Technology Industry 
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Executive Order 13587 

Executive Order 13388 

Presidential Guidelines 

IRTPA: Intelligence 
Reform and Terrorism 
Protection Act of 2004 

Markle Task Force 

2007 National Strategy 

2012 National Strategy 
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NATIONWIDE  CHALLENGES  
National Approaches to Interoperability 

Integrated Capabilities & Shared Services 

Common Operating Models 

Multiple Missions & Authorities 

Crushing Financial Pressures 

Evolving  & Converging threats 

80,000 
Agencies 750,000+ 

Officers 

250,000 
911 Operators 

1.2 million 

Firefighters 

2.2 million  

Security Officers 

18 CI/KR Sectors 
* Numbers are estimates 

300+ million 

People 

77 Fusion Centers 

28 HITDAs 6 RISS Centers 

    FBI 
NCIJTF ▫ CJIS ▫ FIGs ▫ JTTFs ▫ JRIGs ▫ TSC 

DHS 
I&A ▫ ICE ▫ CBP ▫ TSA ▫ DNDO ▫ NPPD 

Maritime 
Domain 

NCTC 
JCAT 

Air 
Domain DoD 

 

DOJ 
ATF ▫ DEA ▫ USMS ▫ OJP 

6 Protection of Privacy, Civil Rights, and Civil Liberties 

Nlets 

State 
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Principles: 

• Information as a national asset.  

• Information sharing and safeguarding requires shared risk 

management.  

• Information informs decision making.  
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• Drive Collective Action through Collaboration and Accountability  

• Improve Information Discovery and Access through Common 
Standards  

• Optimize Mission Effectiveness through Shared Services and 
Interoperability  

• Strengthen Information Safeguarding through Structural Reform, 
Policy, and Technical Solutions  

• Protect Privacy, Civil Rights, and Civil Liberties through Consistency 
and Compliance 

STRATEGY  GOALS  
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• White House-based 
Governance 

 

• Strategic Implementation 
Plan 

 

• Performance-Based 
Oversight 

 

INSTITUTIONALIZING  A  
MANAGEMENT  FRAMEWORK  
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THE  NEED  FOR  SEMANTIC  
INTEROPERABILITY  
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WHAT  IS  NIEM? 
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Repeatable, Reusable Process 
(Information Exchange Development Lifecycle) 

Common Language 
(Community-driven Data Model) 

Built and governed by the business users at federal, 

state, local, tribal, international, and private sectors 



• Interoperability Solutions 

for European Public 

Administrations (ISA) 

Programme supports and 

facilitates cross-border 

electronic collaboration 

between European public 

administrations 

• Explored potential 

alignment between NIEM 

& ISA Core Vocabularies 

via mapping exercise for: 

• Core Person 

• Core Business 

• Core Organization 

 

• Create a common 

framework for 

structured information 

exchange between 

European Union (EU) 

law enforcement 

authorities 

• Potential to leverage 

the NIEM framework to 

inform Europol’s 

Universal Messaging 

Format (UMF2) 

development 

Europol ISA Programme 

• Responsible for national 

information sharing 

services between state, 

territory and federal law 

enforcement and national 

security agencies 

• Objective to deepen 

understanding of NIEM in 

context specific to the 

Justice & Biometrics 

Domains 

• Interest in NIEM 

expressed across several 

Australian agencies 

CrimTrac, Australia 

INTERNATIONAL  
INTERACTIONS  
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EU CASE  STUDY:  EPOC IV 
USE  OF  NIEM 
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Temporary Resident Biometrics Project 

• Citizenship and Immigration Canada 

• US Citizenship and Immigration 

Services 

Entry/Exit Data Exchange 

• Canada Border Services Agency 

• US Customs and Border Protection 

North American Day Pilots 

(US/Canada/Mexico) 

• Public Health Pilot, Public Health Alerts 

• Public Safety Pilot, Stolen Vehicles 

NORTH  AMERICA  
ADOPTION  
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• Focused on the white-space between Agencies 

• Mission & framework agnostic 

• Modular development extending existing capability 

• Practitioner-focused integration of best practices 

 

 

Discover 

Interoperable 
Services 

 

Build 

Interoperable 
Services 

Extend 

Interoperable 

Services 

ISE Interoperability Tools 

Architecture Alignment 

Attribute Exchange 

Common Profile 

Data Aggregation 

Exchange Patterns 

Geospatial 

Identity and Access Management 

Maturity Model 

National Information Exchange 

 Model 

Reference Architecture 

Standards and Specification 

 Framework 

Springboard 

 

PROJECT  INTEROPERABILITY  
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 M ISSION  USE :  NEW  JERSEY   
INFORMATION  SHARING  
ENVIRONMENT  
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• National Strategy for Trusted 
Identities in Cyberspace 

• Federation to Inter-Federation 

• Managed Attribute Federations 

• Integrate into Standards-Based 
Acquisition efforts 

TOOL  EXAMPLE :  ADVANCING  
FEDERATED  IDENTITY  MGMT  
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STANDARDS   
COORDINATING  COUNCIL  
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Collaboration Value 

 Reduce standards 
fragmentation 

 Accelerate industry 
adoption 

 Lower risk and cost 

 Increase mission 
agility 

Government 

International Industry 

INTEROPERABILITY   
NEEDS  COLLABORATION  
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NEXT  STEPS  

• Discuss and joint exploration of possibilities 

 

• Identify potential areas of collaboration and target 
outcomes 

 

• Gain stakeholder buy-in and engagement 

 

• Leverage mutual commitment to international voluntary 
consensus standards 
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V ISIT  ISE.GOV  

@shareandprotect 

26 




