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1. Installing required software

This guide is made on a Windows 10 environment. In other versions some steps may change.
The necessary software to run the RAPEX Searcher are:

OpenVPN

MobaXterm

Windows Remote Desktop
pgAdmin

These technologies and their purpose will be explained in the following parts of this document.

1.1. OpenVPN

RAPEX Searcher is deployed in a private network in the AWS Amazon using a Bastion as a
Jump machine, so the first requirement to connect to this network is to use a VPN.

There are multiple software to make VPN connections, in this manual we will use OpenVPN
software.

To install it, go to and download OpenVPN software

version fits better with your computer. Download the .ovpn file that is needed to connect to the
Rapex Searcher network and put it in an easy accessible location. This file is the following:

rapex.ovpn

Follow the steps as any common installation. Once it is ready, it should appear in task bar. If not,
search it and launch it.


https://openvpn.net/community-downloads/
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] 51 Filters ~

Best match

OpenVPN GUI
® >

Desktap app

Folders

OpenVPN
openvpn-install-latest-stable.zip
Apps

OpenVPN configuration file directory
Documents

OpenVPN Windows Notes
Websites
B OpenVPN Wiki
B OpenVPN Support
B OpenVPN Web Site

B OpenVPN HOWTO

O OpenVPN GU

Now, check again if it appears in your task bar with the @ icon. Right-click on it and select “Import
file...”:

cliente_victory >

nces |EC2 Managern 2 rapex >

Import file... ﬁ i [ @@B 0o =
Settings...

Exit = Account ~

Now you will see an open dialog. Search here the file where you saved it before and open it.
The program should show you the following info message:

File imported successfully.

Now right-click again in OpenVPN icon and select the entry that has been added named “rapex”
(or like your .ovpn filename):
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cliente_victory

rapex > Connect
Innport file_ Disconnect
- Uk Setti Reconnect @
ettings...
- Exi Show Status - ]
it
View Log
Edit Config e
v & Clear Saved Passwords ys]

A window showing OpenVPN log connection like the following appears.

&8 OpenVPN Connection (rapex)

Curert State: Connecting

Tue Nov 26 18:01:20 2019 OPTIONS IMPORT: route options modified ~
Tue Nowv 26 18:01:20 2019 OPTIONS IMPORT: peerd sat
|Tue Nowv 26 18:01:20 2019 OPTIONS IMPORT: adjusting link_mtu to 1627
|Tue Nov 26 18:01:20 2019 OPTIONS IMPORT: data channel crypto options modified
Tue Nowv 26 18:01:20 2019 Data Channel: using negotiated cipher 'AES-256-GCM'
ITue Nowv 26 18:01:20 2019 Outgoing Data Channel: Cipher ‘AES-256-GCM inftialized with 256 bit key
ITue Now 26 18:01:20 2019 Incoming Data Channel: Cipher ‘AES-256-GCM' inftialized with 256 bit key
|Tue Nowv 26 18:01:20 2019 interactive service msg_channel=580
Tue Nowv 26 18:01:20 2019 ROUTE_GATEWAY 10.89 234 1/255 255 254 0 =20 HWADDR=28:16:ad 82
|Tue Nov 26 18:01:20 2019 open_tun
Tue Nov 26 18:01:20 2019 TAP-WIN32 device [Ethemet 5] opened: \\.\Global\{8C4D7318-15AE-486A-BX
|Tue Nowv 26 18:01:20 2019 TAP-Windows Driver Version 9.21
Tue Nowv 26 18:01:20 2019 Notified TAP-Windows driverto set a DHCP IP/netmask of 192 168 616/255 2
ITue Nowv 26 18:01:20 2019 Successful ARP Flush on interface [15] {8C4D7318-15AE-486A-BAF6-4D522C7
ITue Nov 26 18:01:20 2019 MANAGEMENT. >STATE:1574787680 ASSIGN_IP, 192168 61.6....

v
< >

Bytesin: 0B out: 888 OpenVPN GUI 11.1200/247

Disconnect Recennect Hide

If everything went right, the OpenVPN icon on the task bar will be green Now, check again if it
appears in your task bar with the & aparience.

1.2. MobaXterm

MobaXterm is a software used to stabilise SSH connections to the RAPEX Ubuntu server that
contains the searcher and scrapper components and the Logstash component.

This server is deployed in the AWS EC2 service with the name: RPXPREUBBUBUO01
To install it, go to and download
the version you want (portable or installable). If it is not compatible with your system you can

use other SSH clients as PUTTY. This configuration can be used as reference anyway.

Once it is installed in your computer, open it.


https://mobaxterm.mobatek.net/download-home-edition.html
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0 b3 Filters ~v
Best match
% MobaXterm
Desktop app
Folders

MobaXterm backup.zip
MobaXterm - in Documents
mobaxterm - in home
mobaxterm - in home

Documents

|=] MobaXterm.log

1 mobaxterm

B MobaXterm Help: SSH

| MobaXterm Sessions.mxtsessions

Websites

Visit MobaXterm Website

£ MobaXterm|

You should see a screen like the following:

[ MobaXterm - O x

Terminal  Sessions  View Xserver Tools Games Settings Macros Help

Quick connect... &= @
« 530 User sessions *
i
- m MobaXterm
' v
2

Find existing session or server name...

Recent sessions

ubuntu PRE dev ubuntu
INT-1.3_ckan-back Empleabilidad SEPE INT-1.3_ckan-front
FPI Node 1 Victory Datanode 1 INT-1.3_elda-solr

Enable advanced features and enhance security with MobaXterm Professional Edition!

VERSION - Please support MobaXterm by subscribing to the professional edition here: htps:jmobaxterm.mobatek.net

Right-click on “User sessions” and then “New session”. Select SSH option in the top left part of
the window. Now we are going to configure the login settings for the Ubuntu machine that
launches the RAPEX Searcher process. The information you need is the following:

Remote Host: 10.2.1.91
Port: 22
Username: cliente

Private key: You have to put here the path to the RPX.pem key in order to authenticate
in the system. You can download it here:
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]

RPX.pem

Take a look to the next picture to know where to put this parameters.

Session settings

NEE XY @ @ @ ¥ @ m @ x o

S5H Telnet Rsh Xdmcp  RDP VNC FTP SFTP  Serial File Shell Browser Mosh Aws 53 WSL

Basic SSH settings

Remote host * [10.2.1.91 [#] Specify username s Port

Advanced S5H settings B Terminal settings *8: Network settings Bookmark settings

M %11-Forwarding Compression Remote environment: | Interactive shell

Execute command: | | Do nat exit after command ends
SSH-browser type: | SFTP protocol V| [Follow SSH path (experimental)
Use private key |C:\PATH_TI'O\RPX_pem | [JAdapt locales on remote server
Execute macro at session start: |<n0ne> v|
@ oK € Cancel

The setup will ask you for a name for this new session. Enter any valid text (“Ubuntu PRE” for
example) and click ok to save. Now you can enter the into the Ubuntu terminal double-clicking
session’s name. If everything is ok, you should have available the shell:
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B ubuntu PRE - (m] X

Terminal ~ Sessions  View Xserver Tools Games Settings  Macros  Help

ick connect... PO [ 2. ubunu PRE % @
- ~
<< s | User sessions term 11.1 *
[ &, Jubuntu PRE (SsH client, X-server and networking tools)
E > S55H session to ¢ 1
H compress
H-browser
1-forwarding (remote dis forwarded through SsH)
+ DISPLAY : v (automatic: on remote server)
@
8
9
e
8
= * Documentatien: .ubuntu.com
v * Management: dscape.canonical.
= ¥ Support: age
@ . .
System information as of Wed Nov 27
Usage of / % of 7.69GB qg;
Memory : 1% IP address for ens5: 10.2.1.91
Swap u
* Overheard at KubeCon: "microk8s.status just blew my mind".
Livepatch 1is available for installatien. .
ystem reboots and improve kernel security. Activate at:
/ tet
70 packages can be updated.
0 updates are security updates.
Last login: Tue Nov :56 2019 from 10.2.1.133
cliente@ip-10-2-1-91
v
B p-10-2191 @ 0% - M 0,21GB/15386G8 | ¥ 001Mbjs | & 000Mbs [ eamin | N | €D

UNREGISTERED VERSION - Please support Mobakterm by subscriving to the professional edition here: https: //mebaxterm.mobatek.net

If you click in the “Sftp” tab at the left you will see the system directories where you can see
easily what files and directories are available in the machine. This easies file manipulation
tasks (upload/download, open, removal, etc.).

Every interaction you need to do with RAPEX Searcher module should be managed from here.

1.3. Windows Remote Desktop
The ETL component is deployed in the AWS EC2 Windows machine called: RPXPREWSBETL01

You do not need any additional software in Windows 10 to connect to the Windows server (ETL
machine). Press “Windows” key and search “Remote desktop”.
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0O & Filters v/
Best match

| Remote Desktop Connection
Desktop app

Recent
Settings
»¢ Remote Desktop Settings

EA Select users who can use remote desktop

A Remote Desk‘top|C: nnection

Now you need to introduce the host, user and password for the remote connection. These are:

Computer: 10.2.1.69
Username: cliente

Password: TFWRjzE98EGcxXwU

The password shall be supplied after clicking on “Connect” button:

LE

| Remote Desktop
>¢ Connection

General Display Local Resources Experience  Advanced

Log-on settings
E},‘I Enter the name of the remote computer.
-

Computer: 10.2.1.69 b

Usemame: |c|ier|te| |

You will be asked for credentials when you connect.

] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
i saved connection.

Save Sawve As... Cpen...

(= Hide Options Help

10
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Accept the certificate prompt that appears after introducing the password. You know can interact
with the Windows machine. You can logout easily clicking on the close button at the top (by
default).

1.4. pgAdmin

In order to access to the PostgreSQL database you need an administration tool or development
environment like Oracle SQL Developer or Microsoft SQL Server. In this case, for PostgreSQL
we recommend pgAdmin.

Download pgAdmin 4 from its official site: . Choose your
version (Windows for this guide ) and
install it as usual.

Once it is installed, you should have available the executable:

11


https://www.pgadmin.org/download/
https://www.pgadmin.org/download/pgadmin-4-windows/
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0O e Filters ~v

Best match

‘.1} pgAdmin 4 v4
1 Desktop app

Apps

W pgadmind-4.7-x86.exe

2 pgAdmin

Launch it. Now the elephant from PostgreSQL should appear in the task bar. Double-click on it
to open a new tab in your browser with pgAdmin service.

) rapexsql - Visua... ~ &8 @Y 7 05 %o 7

= Untitled-11 = Untitled-9 rapexsqgl *

In this new tab, double-click on “Servers”, then “Create” and “Server...” last. You need to enter
the credentials for the database. In this window, enter the name of the connection as you want
(“rapex-pre” for example). Then, for “Connection”, you need the following information:

o Host: rpxprerdspsq01.c9vfzi8b2570.eu-west-1.rds.amazonaws.com
e Port: 5432

e Database: RPX

e User: cliente

o Password: Z69yycK6M8mMWReg

Remember checking “Save password?” option. At last, click “Save”.

12
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E pgAdmin 4

@ C O ® 127.00.1:51193/browser/ D INDO @ B O =

[EAdmin  Filev Objectv Toneues
= Create - Server x
Browser |
= 1 General Connection SSL  SSHTunnel Advanced
> = servers I [ —
Host rpxprerdspsq01.c9vfziBb2570.eu-west-1.rds.amazona i
name/address #ted object.
Port 5432
Maintenance RPX
database
Username cliente
Password LITITTI I T T ]
Save
password?
Role
Service

i ? % Cancel 3 Reset

You can see the tables opening the recently created connection. Go to RPX database, then
“Schemas”, “public” and “Tables”.

13
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2. RAPEX Searcher execution and data flow

The following diagram shows the flow of the program and how it interacts with the database and

its tables.
Y
3 alert
in out alert i18n
RAPEX XML gl ETL ™| Database picture
weekly_report

RAPEX Searcher

out

alert
Searcher —

alert_i18n searched_product

Database Database

~— — [
e
Yes scraped prt::dut:lr
Database 1 scraped_screenshot
T \ scraped_source
‘-.._________./ |
' in 5 out
searched_product Database Scraper -
T~
\-..__________..I
No scraped product
Database [ | scraping_error
— o
3 3
scraped product in - out
scraped_source Database > Textmining ™ Database found_product
\-..__________..I
\-..__________../
found_product n Indexin out Elasticsearch . Kibana
searched product Database o 9 ’ index dashboard
‘-..____________./
Y

Next there is an explanation by process.

14
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21. ETL

The weekly file is obtained through the following URL.:

To execute this component, go to Windows ETL machine (explained in Windows Remote
Desktop chapter).There are two ways to refresh data, automatically or manual:

1. The automatic way is a schedule task, it's happen every night at 12:00 p.m.

The manual way; when we are in windows remote desktop, we go to RAPEX folder ->
2.ETL -> 2. Executables -> master and we found a batch file “master run”, if we click
twice it will be start the data refresh.

= v P » ThisPC » Local Disk (C:) » RAPEX » 2,ETL » 2. Executables » master
MName - Date modified Type Size
7 Quick access ] . )
I Desktop items 1:;_*-1 PM F?Ie folder
rapex 019 1:34 PM File folder
‘ Downloads src File folder
=] Documents xmlMappings File folder
| Pictures |22 alerts_0_1 Executable Jar File 361 KB
% Local Disk (C3) = logd) XML Document 2KB
RAPEX |£| master_0_1 Executable Jar File 36 KB
master_run Windows Batch File 1KB
B This PC |8y master_run Windows Powers... 1KB
[ Desktop | | master_run.sh 5H File 2KB
|=| Documents | 2| weekly_reports_0_1 Executable Jar File 45 KB
; Downloads
J’! Music
&=/ Pictures
m Videos
" Local Disk (C:)
£ Network

Other way to run by is by console. Launch “cmd” console open Windows dialog and
type “cmd”:

Bt ek

“ Command Promipt

Drstinap app

B & 0 [0 & o= i

15


https://ec.europa.eu/consumers/consumers_safety/safety_products/rapex/alerts/?event=main.weeklyReports.XML
https://ec.europa.eu/consumers/consumers_safety/safety_products/rapex/alerts/?event=main.weeklyReports.XML
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And then write this sentence

C:\RAPEX\2. ETL\2. Executables\master>master run.bat

= 3 | alert
in out alert_il8n
RAPEX XML - ETL ®| Database picture
weekly report

The ETL takes RAPEX XML and processes the data present there storing it in alert, alert_i18n,
picture and weekly_report tables.

2.2. RAPEX Searcher

This component (divided between three “minor” components) shall be executed from the Ubuntu
machine (connection explained in MobaXterm chapter). Despite being three different parts with
three different inputs and outputs, the whole component is launched as a single one.

Launch it with:

sudo systemctl start rapex

Replace start by stop to stop the service and replace it by restart to restart it.

You can see the output of the service executing the following command:

sudo journalctl —-u rapex -f

With this command the shell will print every log line as it is working. You cannot write any
command in this mode. To exit, press Ctrl+C.

Every new registry added in “out” tables contains a “timestamp” for each registry processed.
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RAPEX Searcher

)
alert Searcher _’DLJL searched_product
alert_il8n Database h Database searched_produc
— _
e
Yes scraped_product
! Datase [ SHapedscreesho
— pec-
) ' in s out — =
searched_product Database Scraper .
s
r— ]
No scraped_product
Database | | scraping_error
v ~—
) )
scraped producl in . out
scraped_source Database Text mining ™ Database found_product
Searcher
ser Searcher D—L“-- searched_product
alert_i18n Database = Database ) = '

The component that makes the query to Google API takes the information from the alerts
imported by the ETL. Every entry in alert table is an alert from RAPEX. Every alert will have as
many entries in alert_i18n table as languages configured. This table contains alert information
that has multi-language values (as brand, name or description for example).

Scraper

searched_product Database

Yes

Scraper

aut
——

No

T
o

———

T
o

Database [ |

Database [ |

scraped_product
scraped_screenshot
scraped_source

scraped product
scraping_error

———

The scraper component takes the results from Google (URLs mainly). It tries to access these
URLs to extract their HTML code. This scraping could not be done by some reasons that appear

in scraping_error table.

17
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e In case the scraping can be done, the process adds a row in scraped_product table by
URL. Each URL should have a scraped _source row and a scraped_screenshot
associated.

e In case the scraping cannot be done, the process adds a row in scraped_product
showing that the scraping was not done and why (associating an error from
scraping_error table).

2.2.3. Text mining
3 3

scraped product in Text minin out
scraped_source Database g >

Database found_product

This process takes from every scraped product that could be scraped its HTML code
(scraped_source table). Based on the analysis done, it will add or not a new row in
found_product table. This means that every row in found_product is a positively identified URL.

2.3. Elasticsearch indexing

The indexing is managed by Logstash. This program is launched by a command with RAPEX
config file location as parameter.

Execute the following command to launch Logstash and index in Elasticsearch the data from
the output of RAPEX Searcher.

sudo /usr/share/logstash/bin/logstash -f /etc/logstash/conf.d/rapex.conf

It will execute two queries to the PostgreSQL database to make the indices used later in Kibana.

This SQL query for rapex_searched_products_last index:

searched product id,
.alert id,
.searched date,
.url,
.domain,
.public
.value
.value
value
.value

.iso value

N sp.alert id = a.id
brt wr ON a.weekly report id = wr.id

18
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fp.id
sh ¢

fp
shp.url,
shp.domai

rt.value risk type,
al.value alert level,
value alert type,
category,

searched product id,
twp.total found wepages

ct shp ON shp.id
alert id a.id
ar ON ar.alert

1 ON a.alert 1
a.alert type
gory id =

total found wepages
FROM

ed product sp ON fp.scraped product id

‘ched product shp ON shp.id =
_product id
JOIN s
OUP BY a.id

During the execution, the data will follow the next flow.

found product in ndexin oul
searched_product Database 9 —>

Elasticsearch
index

Kibana
dashboard

As said before, Kibana needs Elasticsearch indices for its visualisations. To do so, the indexing
process takes the information resultant from found product and searched product. These

19
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tables are the necessary to build the dashboard showed before. Some other information are
taken too (like alert ID from alert table) but these two are the most relevant.

20
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3. Accessing Kibana

Kibana URL is: https://prerpxesaut.everincloud.com/ plugin/kibana/

You need a user and password to access Kibana. This user will be created based on the
username and email provided to the team. There could be as many users as desired. These
credentials are used in the following window:

&« - ‘Q (& ‘@ & hitps://rpxpreauth.auth.eu-west- 1.amazoncognito.com,/login?client_id=50agiibocScussse '"ﬁ‘ i\ @ Mo

Sign in with your username and password
Username

Username

Password

Password

Forgot your password?

Once you are in, click on the dashboard button on the left panel to see the dashboard configured.

&« = Q c |® a - https://prerpxesaut.everindoud.com/_plugin/kibana/app/kibana#/dashboard/d64d 1ee0-d945-1 1e9-83ff- 1ffde8cb3a40? '"@ﬁ| [} 0 m e =

; Dashboard = Rapex Searcher Analysis i1}

(@  Fullscreen Share Clone Edit

@ Filters = Search KQL ~  This year Show dates G Refresh
i 83— + Add filter
[l
E @ Alert Type Alert Level Alert Risk ﬁr
A
@
&

Total Web pages found Total analysed products Years since first product reviewed

0 0 =

‘Web pages found by category ‘Web pages found by risk type

>
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