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1. Introduction
This User Guide is meant to explain the functionalities of eTrustEx Web for a new User.

The screen captures included in this User Guide were taken using Google Chrome version 64. Certain

fonts, components, alignments and popups might look different when using another browser or a
different version of Google Chrome. The popups included in this User Guide that fall under this category
are followed by an indication.

@ Not applicable to e-Greffe users from section 6.3 Opening a signed message onwards.

2. Definitions

Key Description

Party In eTrustEx Web, the transfer of files is done Party to Party.

A Party represents an organization/part of an organization/project using the
eTrustEx platform in order to exchange business documents.

User A Party can have one or more Users; all the Users of a Party have access to the
same messages received/sent by that Party. In addition, a User can have access
to more Parties.

Sender A Party which is referred to as the origin of a message sent through eTrustEx
Web.

Receiver A Party which is referred to as the recipient of a message sent through eTrustEx
Web.

A logical communication channel, called interchange agreement is created in

Interchange

order to enable the communication between two Parties. This configuration is

Agreement ( ICA
& (1CA) done by the eTrustEx team.

Communication attributes such as confidentiality (encryption) and integrity
(signature) can also be defined at the level of the ICA.

Business In the context of eTrustEx Web, each organization/business will have at least one

.. Business Administrator.
Administrator

The Business Administrator has a view on all the parties belonging to his/her
business and the ability to grant Party Operator and Party Administrator roles to
other Users for parties belonging to their organization/business. Additionally,
Business Administrators can also change the display name of a Party as well as
configure status notifications.

Party Operator This role allows a User to view/send/receive messages in the name of a Party (or
Parties) in the eTrustEx Web application.

Party This role allows a User to view/send/receive messages in the name of a Party (or
Parties) in the eTrustEx Web application and also has the ability to grant
Operator and Party Administrator roles to other Users for the Party (or Parties)
he/she administers in the e-TrustEx Web application.

Administrator

EU Login In order to connect to eTrustEx Web, the Users need to have EU Login

. credentials.
credentials



https://webgate.ec.europa.eu/cas/help.html
https://webgate.ec.europa.eu/cas/help.html

Description
Checksum All data transfers are verified with checksums in order to avoid data corruption
during transfers.

validation

3. Accessing the application

In order to access the application you need to follow the link corresponding to the environment you
need to access:

e In Acceptance: https://webgate.acceptance.ec.europa.eu/e-trustex

e In Production: https://webgate.ec.europa.eu/e-trustex

The application will display the Inbox view by default. The user can change the language by using the drop-
down list in the top-right corner of the screen.

English v
W
-
eTrustEx - Web access
European
Trusted Exchange Platform
UROPA > European Commmission > eTrustEx Administration Logou
Party: ACC DECIDE TEST1 WEB PARTY v Logoed in as: Violet:
~u
Messages O Refresh | Subject S
Inbox O standard ® Group by dossier
] Inbox(1645) )
All | | Unread Received

Dossier: PLAN/2019/5228

PLAN/2019/5228 - Decide - Official electronic version
ACC-DECIDE-DCTEST-APP-PARTY

Dossier: PLAN/2019/5221

® PLAN/2019/5221 - Decide - Official electronic version
ACC-DECIDE-DCTEST-APP-PARTY

® PLAN/2019/5221 - Decide - Official electronic version
ACC-DECIDE-DCTEST-APP-PARTY
PLAN/2019/5221 - Decide - Official electronic version
ACC-DECIDE-DCTEST-APP-PARTY

Dossier: PLAN/2019/5220


https://webgate.acceptance.ec.europa.eu/e-trustex
https://webgate.ec.europa.eu/e-trustex

4. Compatible browsers and versions

Once the User is accessing eTrustEx Web, if the browser used is not compatible with the application, the
User will be redirected to a page showing the compatible versions.

_E-ghh |

eTrustEx - Web access

Pty ACC DECIDE TEST1 WEB PARTY W

Lognsd o Bl DI
The browser yon are nsing bs not compatible with this version of the application

To take fullest advantage of the application we highly recommenad the use of ane of the compatible browsers with the minimum
verslon speclfied in the table below,

g N\ N\
infcrmatir A
on
Compatible ﬁ- &4
browsers oM
and ‘ Regquiras tha folowing two preferencas
versions & o b ENBDa In ADOULCONTY Additional information that
- JAVBSCIIPL OPEON. SEATE ! .
Finali e, Sbieams erablsd might be useful or actions
required
E 17 This is the EdgaHTML versian
Edge Edge 5 only availaba in WIHW&D




5. Inbox

When accessing eTrustEx Web, the User can see the received messages with the corresponding details
(Subject, Sending Party, warning message about the expiration of the attachments, received date, etc.).

The User can change the Party inbox he/she is visualizing by using the Party drop-down list.

In addition, the User can search the messages by Subject and/or use the Unread filter.

Messages can be filtered by subject, Help menu containing

Compose a new Refresh entering a key word. The User can also see the User Guide and the

Choose

message Inbox "All" messages or only the "Unread" ones Support e-mail address

language

e-TrustEx web-site is using gookies. Cookies help us improving the user experience wiie g the web-site

Important notice for all e-TrustEx users:
Please be aware that the curient function used|
For any further information cl§k here or contac|

with Windows 10. A new version Windows 10 full compatible will be available as from 21/3/2018

English v

European
Truste|i Exchanae’Platform

EUROPA > European Commmission > eTrustEx Help Administration Logout

Farty” GUI1 NP [1C2 PARTY €TrustEx User Guide Logged in as- Anamaria

Refresh | Subject EC €TrustEx SUPPORT

Messages

| 1nbox(128)
'i Sent

ﬁ Draft(g)

Unread

|
test_20191008_1354

TEST_GUI2Z_NP_I1C2_PARTY
test 20191008 1346

TEST_GUI2_NP_1C2_PARTY
test_20181008_1333 Important Choose Party to see its
TEST_GUIZ_NP_I1C2_PARTY .
(o ZR A S5 announcements inbox (drop down menu)
TEST_GUI2_NP_I1C2_PARTY
test 20190930 1708

TEST_GUIZ_NP_|1C2_PARTY
Test_20190930_1700

TEST_GUI2Z_NP_I1C2_PARTY
fest Messages can be ordered
TEST_GUI2_NP_I1C2_PARTY
test_20190930 1643 by the received date
TEST_GUI2_NP_] EARTY

test 20190930 1628 Sep 30, 2019

¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ &

TEST_GUI2_NP_I1C2_PARTY 16:28
W 4\ test_20190927_1732 Sep 27, 2019
TEST_GUIZ_NP_I1G2_PARTY 17:32

H41of13pH

eTrustex v3.2.5-3-TEST _04-10-2019 10:06

The red icon indicates that the Details about the message Version and Navigate through

attachments expired due to the received: Subject (INCOMING environment of the messages
retention policy (after 12 weeks, the SIGNATURE — PERMANENTLY the application

attachments are not available TRUST) and Sending Party

anymore to the User) (TEST_GUI2_NP_I1C2_PARTY)




The warning sign can also be yellow, informing the User

that the attachments will expire on a specific date

MeSSﬂgeS W Newd | O Refresh | Subject Q
Inbo:
L Inbox(1945)
All Unread
i Sent Q (fy TEST_EDVA NP 112 PARTY - ENCRYPTED 28me3uelcmnionpeTydiyw 1_ATTACHVENT 30F5 ON NOV24 AT 15-00
- S BDL91374369151604
_‘ij Draft(2) Attachments are going to expire on 16/02/2018
S &b O NP ] = YPTED aerge3ueiknmuionperydxyw 1_ATTACHMENT 40F5 ON NOV24 AT 15-00
““BDL91374369151804

TEST_EDMA_B2_APP_PARTYZ

< (4 TEST_EDMA NP _11C2 PARTY - ENCRYPTED astaejuoiiamuuionperyxyw 1_ATTACHMENT 10F5 ON NOV24 AT 15-00
SO BDL91374369151804
TEST_EDMA_B2_APP_PARTY2

6. Received message details

Once clicking on a message in the Inbox, the User can see the message details: the message subject,
Sending Party ("From"), date of receiving, comments (optional field) and the list of files received.

e-TrustEx web-site is using cookies. Cookies help us improving the user experience while using the web-site

Important notice for all e-TrustEx users:
Please be aware that the current function used to download the documents from e-TrustEX is not compatible with Windows 10. A new version Windows 10 full compatible will be available as from 21/3/2018.
For any further i click here or contact us at SG DECIDE ETRUSTEX or EC ETRUSTEX SUPPORT.

|English v

eTrustEx - Web access

Es
Trusted Exchange Platform
EUROPA > Eurapean Comm 1 e Administration Logout
Party:| GUI2 NP 10C0 PARTY M Logged in as: Violeta
Return to messages
Messages
oived message
[ nboxis7s) Subject:  Satia
A = From:  TEST_GUI1_NP_IOCD_PARTY
. Mo 2018 15:48
W2 oraroin T
Comments
5atta
List of files

Hide successful downloads [ Select all ¥

Beuuit X002 O PEXAST C2050RHM A FSEHM N0 AOCTORNCT. 1251 Kig L
H ERAaBa (rakaiéTepa EMdG). enfanua pwath wg EAAY 2.55 K8 @
Zuvopein o BopoosuTs e T AkBavia, ot Bépaa p ERERTE] 2
Bee roam poxaswTen ceoSonMsie 1 paswEw & Caoey 1251 68 =/
EyHEH TEPMOMETR PEAMSTOD XOXKEAMEAHLAKSE LUDP WTs. 1251 Kig )
‘aoToul  ssnanuii sBekain AocTaTOuHO noxa - Co 1251 K5 @
@cToumsii n 2snagmsii sBensn AoCTaTOuMO NoxaxM SosK 1251 68 -/

.56 KiB )

4008 @ -

Total size: 61.34 MiB

Download selected files



6.1. List of files section

List of files O reduce the 0 0 €

Select/unselect all

. files at once

Hide successful downloads L][SElECt all &

. 11686.pdf 60.20 MiB #

. 1MB.jpg 1.00 MiB #

. Gthissue pdf 20.04 MiB =
per o e

. Total size: 90.93 MiB]

Download selected files

Total size of files in the list
(no matter if they are

Launches the download of
selected/hidden or not)

the selected files

The User can select the files to download; the User can also select/deselect all the files at once by
ticking/unticking the Select all check-box.

6.2. Downloading files

Download selected files
In order to download the files, the User has to click on the button.

A popup window will inform the User about the progress of the download:

Downloading 81%
Verifying 81%
Zipping |

The files are downloaded in archives' of maximum 512 MiB in size. If the total size of the files is more
than 512 MiB, then a new archive will be created each time this limit is reached. The archives are named
following the below rules:

e Archive name starts with the sending date and time followed by the subject of the message;
e The following characters are replaced by underscores:
= white spaces (wherever there are more than one white spaces in a row, they will be
replaced by a single underscore)

! Archive - a compressed file containing multiple files and/or folders, created by a file archiving utility in zip
format, which is a standard archive format supported by several archiving utilities (e.g.7-Zip, WinZip, WinRAR
etc.).



= special characters (e.g. " */:<>?\ | etc.)
e If more than one archive is created the archive names will end in _1-of-n, _2-of-n etc. where
n is the total number of archives to be downloaded.

The location where the archives are placed, as well as the fact that they can be immediately opened
after the download completes, is browser specific. Regarding the location, the archives can be saved in
the User's Download folder or the download location configured by the User in the browser.

When the download is finished, the status of each file is updated, as well as the number of successfully
downloaded files:

List of files
Hide successful downloads Select all @
pr—
. 11686.pdf £0.30 MiB SUCCESS L
. 1MB.jpg 1.00 MiB SUCCESS L
. Gthissue.pdf 20.04 MiB SUCCESS =
Updated areas
[ 313 files successfully downloaded ] Total size: 90.93 MiB
Download selected files

The User can download the files as many times as he/she wants.

I Download selected files

If the User clicks on the ! button when no files are selected, the application will

show the following popup message:

==n ;

Please select at least one file to download!

—

If there is an error with one of the files, the download will continue (this file will not be included in any
of the archives) and its status becomes FAILED. Positioning the cursor over the status will display the
reason of the failure.

Fisl tat 5008 SUCCESS L
Fila2 bt 5D0B SUCCESS bl
Fiba1 Fila bt 13008 SUCCESS be
Pz Fla2 12 Updated areas for ; LD ll :
Fisl Fidsl Fida b . . (AN EMor Qo o padly ¥ J
File2 FileZ File2 bt 1056 [ Sy 13,008 SUCCESS Bl
Filsd b 13.00 B SUCCESS L
Filed bt 3008 SUCCESS el

[ | ] Total size:257.00 B.




6.3.

Opening a signed message

If the message was signed by the Sender, when the Receiver opens the message, the following pop-up
window is shown:

Important notice for all e-TrustEx users:
Please be aware that the current function used to download the documents from e-TrustEx is not compatible with Windows 10. A new version Windows 10 full compatible will be available as from 21/2/2018.
For any further information click here or contact us at SG DECIDE ETRUSTEX or EC ETRUSTEX SUPPORT.

Jl>J

EUROPA

Messages

W inbox(34087)

A Sert
W oranz)

eTrustEx - Web access
Trusted Exchange Platform

rustE

Received message

Subject:  TEST_EDWA_NP_IOCO_PARTY - ase3neknumionperydxpw 5_ATTACHMENTS: 30FS ON JUN

Farty: EDMA NP 10C0 PARTY [=]

From:  TEST_EDWMA_B2_APP_PARTYZ
© Tnemessage's digital signature cannot be verified. Do you trust the following certificate?
Common Name(CN] Armen_Signature
Mty (o) -9
- o Orgarizafon Unt{OU). DIGIT B
aBmesusikMIONpGT Yy, Crmanazaw, Ho he romopa armuicr. 3 (3 o 5
Orgarizaion Name{O). European Commission
Locaty Name(L) Beliard 28
Ste Name(ST): Brussels
Couriry(C) BE
List of files Emal(E) cholak(@an.com
- Gerticale Expiry Dale: 1-10-2018 02:09:05 PM +0200
Loading
Yes | No  Always Trust
Hide successful
EDMA-PDF000001.paf 40.95Ki8
EDMA-PDF000002.pdf 031 KiB
EDMA-PDF000003.paf 12.80 KiB
EDMA-PDF000004.paf 18.07KiB
EDMA-PDF000005.paf 18.20 KiB

Download selected fies

Sender info

On behalf of

Total size: 97.94 KiB

Take me to the previous version  English -

Retur to messages.

The Receiver of the message is asked by the system if he/she trusts the signature certificate.
Receiver of the message has the responsibility of trusting or not the signature certificate.

If the User clicks on "Yes" or "Always trust", the following message is shown:

List of files

« The message’s digital signature was trusted and validated

Show certificate

Hide successful downloads [ Select all

EDMA-PDFO00001 . pdf
EDMA-FDFO00002. pdf
EDMA-FDFO00002. pdf
EDMA-FDFO00004 pdf

EDMA-FDFO00005. pdf

40.95 KiB
6.91 KiB
12.80 KiB
18.07 KiB

18.20 KiB

EEEEE

Download selected files

The difference between the two options ("Yes" and "Always trust") is that after clicking "Always trust",
the application will not display anymore the pop-up window. The application will automatically trust the

signature of the future messages sent by the same Party.

Total size: 97.94 KiB

If the User clicks "No", the application displays the following message:

10



List of files

- V

& The message's digital signature was not trusted by the user Show cerificate

Hide successful downloads [ Select all

EDMA-PDFO00001. pdf 40.85 KiB
EDMA-PDFO00002. pdf 8.91 KiB
EDMA-PDFO00002. pdf 12.20 KiB
EDMA-FPDFO00004. pdf 18.07 KiB

12.20 KiB

EDMA-POFO0000E. pdf

Total size: 9794 KiB

Download selected fies

If there is a problem with the signature, even if the User chooses to trust the certificate in the Trusting
Certificate popup, the digital signature notification will be displayed as a warning:

& The message's digital signature was not validated @ Show certificate
Hide successful downloads [ Select all &

69.89 MiS 4

10.00B
12.30 KiB Ld

11686.pdf
Testlava java
sadhasdgh_ssdjhgasd_bejdzfr_jhcbhew_eruzsd_ssuzdra...

Total size:73.30 MiB
If the checksum validation fails (e.g. the file is corrupted because of a network issue or the file was tampered
etc.), the file is added to the archive renamed with the UNTRUSTED_ prefix. The status of the file becomes
UNTRUSTED and it is not counted as a successfully downloaded file. In this case, the User should contact the
Sender Party in order to send again the file and/or investigate the cause of the error.

[ & The message's digital signature was not trusted by the user] Show certificate

Hide successful downloads [ Select all #

60,29 MiB SUCCESS 5]

10.00B UNTRUSTED I
S‘UCCF[Ir'utegrit'_}.r check ailed]

116286 pdf

Testlava java

sadhaszdgh_ssdjhgasd_bcjdzfr_jhcbhsw_eruzsd_s ra... 12.30 KiB

Total size:73.30 MIB

6.4. Decrypting the files

This section only concerns messages that have been sent using the recipient's public key for encryption.

In this case the list of files section will include the certificate information just above the file container:

11



List of files

Decryption information

Certificate: -k‘ Q Select ceriificate |

a
+ The message's digital signature was trusted and validated Show certificate

Hide successful downloads (1 Select all

«  ETX_TEST_CASES_AND_PROGRESS_R <00 02 ki

Total size: 590.02 KiB

Download selected files

. QL Select Certificat . - .
The User has to click on the S eneEE button in order to search for and select a certificate file.

The User navigates to the location of the file and selects it:

[ Open x
- v <« COMMON > testing » Certicate » ACC and PROD v O Search ACC and PROD el
Organize v Mew folder B2 » [TH 0
@ Documents ) Name Date modified Type Size
¥ Downloads [ ACCTest.cer 20-03-201815:21  Security Certificate 2K
 Music 3 ACCTestpl2 201815:22 Personal Informati... 3KB
&= Pictures D Password.bdt 22-03-2018 17:08 Text Document 1KB

B videos

5 (C) Local Disk

= (G:) DIGIT (\\netT.cec.ewint]

= (H:) HomeDrive

= [0:] Public (\netl.cec.euint\Cl)
== (P:) Public (\\netl.cec.eu.int\DIGIT)
= (U:) 3 (\\netl.cec.eu.int\DIGIT\D)

¥ Network v

File name: | ACCTest.p12 v| All Files ~

6.4.1. Fill in the certificate password

Load identities
Once the User fills in the password and clicks on the - button, the system will show the
information regarding the certificate’s identities:

12



List of files

Decryption information
Certificate: -:Ir| Q, Select certificate | armen_key.p12

Password: '!c Load identities

Certificate identities:

Alias Subject name Valid from Valid until
armenkey E, ARMEN@CHOLAK.COM; C, BE; ST, BRUSSELS; L, 2510412014, 2510412019,
ETTERBEEK; O, EC; DU, DIGIT, CN, ARMENKEY 09:56:15 09:56:15
.
+ The message's digital signature was trusted and validated Show cerificate

Hide successful downloads [ Select all

+ ETX_TEST _CASES AND _PROGRESS RE. 530.02 KiB
Total size: 590.02 KiB

The certificate information for decryption will be validated once the User clicks on the l Download selected files
button.

If the information regarding the certificate is not correct (wrong certificate or password) or is missing, the
system will display the error messages above the decryption certificate information area:

List of files

Please select a valid cerificate file and make sure you entered the correct password
Decryption information

Certificate: '.*:| Q, select certificate | armen_key.p12

Password: #[Fassword || Load identties

F -

a
If the wrong certificate is provided, the User will not be able to download the files and the application

will show the following message:

Wrong certificate!

Decryption failed.

The provided p12 file may not contain the correct key to decrypt the attachments of this message.

Once the User clicks ‘ Ok

, the status of the files will become CANCELLED:

13



eTrustexEncrypDecryptWF. pdf 47470 KiB CANCELLED #

Total size:486.10 KiB
The User may now choose a different certificate and retry the download.
If the certificate and the password are correct, the status SUCCESS is shown for the downloaded files

— please see the section 6.2 Downloading files above.

7. Sending a new message

. 2 Mew
In order to send a new message, the User has to click on the button, located on the top left of any of
the views (Inbox, Sent or Draft).
Messages ¢ Mew | 3 Refresh | Subject Q
Inbox
Inbox(134) =
All | | Unread
A Sent V) test 500MB file
Draft(t) ACC-DEMO1-PARTY
! ra )
"? b test notif email
ACC-DEMO1-PARTY

If the two Parties exchanging messages have an Interchange Agreement that allows the sending of
encrypted messages (setup made by the eTrustEx Administrator), then the messages sent are
automatically encrypted, without any additional action from the Sender. The levels of confidentiality
are: 0 (no encryption required) and 2 (mandatory encryption).

In addition, the two Parties can exchange messages with the level of integrity O (optional signature) or 1
(mandatory signature).

 Mew

Once clicking on the button, the below screen is shown and the User can choose the Sending

Party ("To"), fill in the subject, add comments and upload the files.

The User can also check the box "Sign the message". In the below example, the signature is optional

(integrity level is 0).

14



Optional signature: the User has to check the

signature box in order to sign the message

eTrustEx - Web access

Trusted Exchange Platform

E n
Commission

UROPA > Europaan Commmission > €T| ustEx

Administration Logout|

Party:| EDMA NP 10C0 PARTY v Logged in as: popesvi
MESSﬂgES Wl Seve | Send | ¢ Cancel
New
W inbox(34095)
To: [TEST_EDMA_B2_APP_PARTY2
A o Subect: P The User fills in the subject of
# Dratt(33) Signature: [ Sign the message h
4 the message
Message body
List of files

Files to upload: 0 Total files: 0 Hide uploaded:

The User can optionally add
comments to the new message

Total size: 0.00B

+ Add flles H + Aad folder H @® Start upload “ T Remove all files

The User adds files in the “List of

files” section

15



7.1. Signing the message

7.1.1. Signature Section

Signing a message can be optional or mandatory. The integrity (signature) level is defined when the
eTrustEx Administrator is setting up the Interchange Agreement between the two Parties. The User
interface and interaction when the signature is optional or mandatory is slightly different.

If the signature is required, the User will see the following fields in the "New" message view (the
Signature check-box is ticked by default and the User cannot change it).

New
To: TEST_EDMA_B2_APP_PARTY2
Subject: %]
Signature: Sign the message

Certificate: 'k| Q, Select certificate |

Password: #*|Password

Load identities

If the signature is optional, the User will only see the Signature check-box which is unticked. If the User
wants to sign the message, the User has to tick the check-box and the other certificate fields will be

displayed.

New

To: TEST_EDMA_BZ_APP_PARTYZ

Subject: *|

signature: [ Sign the message ==

New

To: ACC-DEMOZ-ENCR-PARTY

Subject: 1:|

Signature: Sign the message

Certificate: -k| Q Select certificate |

Password: *| Password

| Load identiies

Tick the box
in order to sign

the message

Signature

specific fields

The User has to click on the| Q Select Certificate ‘button in order to search for and select a certificate file.

The User then has to navigate to the location of the certificate file and select it:

16



6 Open

@Ov| .. « COMMON » testing » Certicate » Signature

Date modified

17/01/2018 16:08
05/12/2016 15:19

Organize v New folder
B8 videos 4 Name :
(3 Agota.p12
1% Computer Té Ieab
3 E armen_key.pl12
& (C:) Windows =
|15 quit_itc2.p12

5# (G:) DIGIT (\\netl.cec.eu.int)

19/10/2016 13:03

(3} gui2_ile2.p12
5 (0:) Public (\netl.cec.eu.int\Cl) 3 quz ez

5 (P:) Public (\\netl.cec.eu.int\DIGIT)
5 (U2) 3 (\\netl.cec.eu.int\DIGIT\D)

“! Network

File name: guil_ilc2.p12

19/10/2016 13:05

v | 3 I ' Search Signature pel |
=~ 0 @
Type Size
Personal Informati... 3KB
Personal Informati... 2KB
Personal Informati... 3KB
Personal Informati... 3KB
- [AuFiles -
[ Open lv] [ Cancel ]

7.1.2. Fillin the certificate password

Load identities
Once the User fills in the password and clicks on the button, the system shows the

information regarding the certificate’s identities:

New

To: ACC-DEMO2-EMCR-PARTY

Subject: -k|

Signature: Sign the message

Certificate: -k| Q, Select certificate | armen_key.p12

Password: -k‘----- | Load identities

Certificate identities:

Alias Subject name

Valid from Valid until

armenkey E, ARMEN@CHOLAK COM; C, BE; ST. BRUSSELS; L, ETTERBEEK; O, EC; OU. DIGIT; CN, ARMENKEY 25/04/2014, 09:56:15 25/04/2019, 09:56:15

7.1.3. Certificate Validation

The certificate information will be validated once the User clicks on the
in a wrong certificate or password or does not fill in these two fields, the error messages resulting from

W Save | Send | ‘ Cancel
Certificate password is mandatary.
New
To: ACC-SANITY-GUIZ -NP-IMC2-PARTY

Subject: 1!-:| Mock Message - User Guide

Signature: ¥ Sign the message

Certificate: *‘ Q, Select Certificate | armen_key.p12

Password: 1!-:| Password |

Send
button. If the User fills

17



this validation are displayed at the top of the page, as shown in the following example:

7.2. List of files section

The User can add files to a message in the “List of files” section. The features available within the “List of
files” section are explained below:

Number of Total number of

files in the list

Switch reducing

files in the list (no

that have not

the list to only the

matter if they are
uploaded/hidden
or not)

List of files B IS files that have not

W

uploaded yet been uploaded

Total files m Hide uploaded:

Files to uplmad@

Add files to the list

by selecting one

or more individual

files

Total sizel 0.00 B

| =+ Add files || =+ Add folder || ® Start upload || I Remove all files

The size of all the files in the list

no matter if they are
Add the content ( ’

loaded/hidd t
of an entire folder uploaded/hidden or not)

to the list

7.2.1. Adding files to upload

The User can add files to the list of files in three ways:

1. Drag and drop the files or the folders containing the files to the file area (all the files in the folder
and all its subfolders are added to the list recursively):

List of files

-

Files to upload: 0 Total files: D Hide uploaded: [

Drag and drop files in here

Total size: 0.00 B 18



Add file
2. Via the T A% Tes

‘ button, the User can add one or more individual files:

¥ (0:) Public (\\netl.cec.eu.int\CI)

¢ Open
{ TU I |, « MyDocuments » etrustex » GUI » Filesto upload » v|4,|[ Search Files to p|
Organize v New folder =~ [l @
4 videos & Name : Date modified Type
= C . ., Folderl 12/06/2018 12:07 File folder
1% Computer
5 i ; .. Folder2 12/06/2018 12:08 File folder
E" (C:) Windows = =
(G) DIGIT (\netl int) | Filel.xt 12/06/2018 13:08 Text Document
: netl.cec.eu.inf
= ‘ | File2.xt 12/06/2018 13:08 Text Document

5 (P:) Public (\\netl.cec.eu.int\DIGIT)
5# (U:) 3 (\netl.cec.eu.int\DIGIT\D)

m

Cﬁ Network

v < | m

File name: "File2.bt" "Filel.tet"

[ AlFites

5)

[ open |v] [ cancel |

The above popup might vary based on the browser used and its version.

3. Via the‘ + Add folder

structure (it will also add the files from any subfolder):

Browse For Folder X

Select Folder to Upload

Migration to SHS -
Mew GUI
Requirements
w User guide
Admin Guide
Everis
Introduction Guide
JS version
Quick User Guide
User Guide for ECAS

Folder: User guide

Cancel

button, the User can add all the files from a selected folder, keeping the folder
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Upload &5 files to this site?

This will upload all files from "User guide”. Only do this if you trust the

‘ Cancel |

The above popups might vary based on the browser used and its version (some browsers will not display

site,

the second popup at all). Clicking on the ' button in this popup will add the files to the list of
files that need to be uploaded, keeping the tree-display of the folder.

The files will be then displayed in the list of files with no status associated. The User will be informed

about the status of the files uploaded (“Success” or “Failed”) only after clicking on the

button. In the following example, the User added a folder with structure for the upload.

List of files

Files to upload: 64 Total files: 64 Hide uploaded:

s B User guide ¥

SG_printscreen_w3.2.docx 128.37 KiB b
~3rutEx - Web sccess - Java Script version.dooce 162.00 B 4
eTrustEx - Quick Start Guide.docx 840.70 KB =
~3TrustEx Party Administration Tutorial.docx 162.00 B b4
~5TrustEx Party Administration Guide.docx 18200 B 9
= B 5 yersion X
eTrustEx - Web access - Java Script version - User Guide for existing Users.pdf 1.03 MiB b4
eTrustEx - Web access - Java Script version.docx 1.58 MiB 4

-

- = e ' - . - [ -

Total size: 51.85 MiB

| + Add files || + Add folder H @ Start upload H I Remove all files

4
The User can remove any of the files or the whole folder by using the  button or all the files at once by

‘ 1l Remove all files

using the button

7.2.2. Uploading the files

@ Start upload
In order to upload the files in the list, the User has to click on the button.

Uploading 74%

@cancel

A popup showing the progress of the upload will appear on the screen:

If the User chooses to cancel the upload, the following progress bar will be shown while the cancellation
is being executed (only the files that have not yet been uploaded will be cancelled — they will appear in

20



the list with the status “ANEELLED ).

Cancelling...

The files that were successfully uploaded will appear in the list with status SUCCESS:

Files to upload: 0

o W User guide X

SG_printscreen_v3. 2. docx

~5rutEx - Web scoess - Javs Script version.doc:
eTrustEx - Quick Start Guide.doex

~5TrustEx Party Administration Tutorial dooe
~5TrustEx Party Administration Guide.docx

W 5 version X

Total files:

- aTrustEx - Web access - Java Script version - User Guide for existing Users_pdf

- eTrustEx - Web acoess - Java Script version.doex

64 Hid§ uploaded:
-
128.37 KiB 5 ES5 x
182.00 B SUCCESS 4
B840.70 KiB SUCCESS x
162.00 B SUCCESS x
182.00 B SUCCESS 4
1.03 MiB SUCCESS x
1.50 MiB SUCCESS *
b

-

Total size: 51.84 MiB

In case there was a problem during the upload, the corresponding files will be displayed with status
FAILED. Positioning the cursor over the status will display a tooltip indicating the cause of the error.

Depending on the error shown by the system, the User can retry to upload the files or contact his/her

Administrator.

Files to upload: 1 Total files: 12

R R R S T R T = R e T TR e

OCTOMHGIR 1M 38N8HEIR afeHarK 40CTETOHO Noxosw - Copy docx 12.51 KiB
CLTOMHBIR M 38N5AHEI aBEHSKKM JOCTETOUWHD NoXoHM. docx 12.51 KiB
H EAhdba (raimdtepa EAMIC), emionua yvwoT wg EAqvik Anpokparia, shval gipa me 8.55 KiB
voToavarohikrig Eupunng oTo vomaTEpo dkpe TN Bakkavikng xepoovioou xsx

sl Lo g 2| gt Suglls KON ek B SR T (SIB L R H R E 189 £ A RITH 658 xlsx 8.55 KiB
AESGSU00RAIESSHEVDIRAIEOSDOUDORAIEOSDUTIR - Copy.txt 145.008
AEOHAU00RAIEOGSUDTRAIESODHUDIRAIESGAID0R tt 149.008
1txt 59.008
HEELDEIHEESTEERE 400B
oversD0.txt £12.00 MiB

Hide uploaded: [

-
SUCCESS X

SUCCESS X
SUCCESS X
SUCCESS X
SUCCESS X%
SUCCESS X
sucy
suC %

FAILED I

[ The file exceeds the maximum size of 500 MB

Total size: TrzoomwmD

If there is no file to upload (or all files in the list have status SUCCESS) when clicking on the

button, the User will see the following error message in a popup window:

= |

upload at least one file

s

After uploading the files and signing the message (if required), the User can send the message by

clicking on the

Send button.
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8. Contact information

For more information, please contact the eTrustEx Support Team,
SUPPORT@ec.europa.eu Standard Service: 8am to 6pm (normal EC working Days).

at

EC-ETRUSTEX-
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