Simple security countermeasures to achieve complex
behavior.

“If you think cryptography is the solution to your problem,
then you don’t know what your problem is.”
- Peter G. Neumann

lasi, CyberShare 2019
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Attack surface
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BMW
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security
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Physical access to car ECUs that allows to directly read data (e.g. flash memory)

Rowhammer: executing a program over and over on a "row" of transistors in a computer's
memory chip - exploit tiny data changes in the adjacent row to gain more system access.

Side-channel attacks (e.g. power analysis attacks)

Trusted Platform Module: at minimum use a hardware anchor.
Chain-of-trust: sequential start of the next validated routine.
Secure boot: authentic and integer boot loader/environment.
Execution Isolation:

HW: Trust Zone from ARM or Trust Execution Environment

SW: containers, virtualization

5/22/2019
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Security basic principles
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Predefined and known software packages
mostly made “in-house”.
custom made for specific needs.

Software is not changing often
max. 5% changes on the entire lifecycle of the vehicle.
mostly bugfixes for functional or safety.

Predefined and known communication matrix
used communication bus — e.g. CAN A and Ethernet B.
sent and received data and content.

what function send/receive which data at what timeframe.
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Bus A ‘ BusB‘

1. Monitor all buses availability: Bus A 2. Closely monitor the affected bus
- Bus “A” overload detected. —p - Predefined sender whitelist for application needs.
- Forward data to module 2 for future inspection. - Rate limit the data packets towards the
- Notify module 5 of the bus load status. Bus B application.
- Look for an alternate bus if available. == . Discard the excess data packets.
Collaborative way: - Notify module 5 on the duration for allowed bus
- Notify the other endpoint to prepare the switchto <= =» |oad.
alternate communication channel if requested. Collaborative way:
- Detect the attack origin / network segment.
4. Monitor the available HW resources - React on requests from homologous module 2.
- CPU Load.
- RAM usage. Bus A Bus B
- Storage access. 3. ldentify the attack type on the affected bus
' - Predefined whitelist for data packet content.
- If the received data is not in the whitelist, inform
5. Launch the countermeasures — module 2 to block future packets with specific e.g.
- Aggregate the received data from all modules. checksum.
- Coordinate and arbitrate the available - -Read and correlate application specific generated
countermeasures. ey | €ITOT'S With transmitted data packets.
- Decide whether to initiate a secure state or not. :

[ 6. Initiate the secure state ]
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Abnormal system behavior detection and reaction with almost no
false-positive.

Unknown threats detection due to predefined and known
monitored parameters.

Ablility to combine multiple countermeasures
Close collaboration with the protected application.
Resource friendly due to push-back mechanism.
Adaptive to on-going attacks.

Collaborative with other implementations of this system.
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