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Business Internet Security. 

 
Confidentiality, integrity, and availability of the 
data being handled is paramount.  

 

 Alexandru Ionescu, Managing Security Solutions Consultant  
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Orange Romania security approach 

Business Internet Security solution 
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CIA triad 
 
Confidentiality – access to information should 
be restricted to only those who need access 
to it 
 
Integrity – assurance that information is 
accurate, and reliable – in other words, 
protected from unauthorized modification, 
destruction and loss 
 
Availability – guarantee of access to 
information by authorized persons  and when 
necessary 
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Pillars of cybersecurity 

 
      People 
 Straff Training & Awarness 
 Profesionall Skills and Qualification 
 Compentent Resources 
 
      Process 
 Management Systems 
 Governance Framework 
 Best Practices 
 IT Audit 

 
      Technology 
You can’t deploy technology without 
competent people, support processes, or an 
overall plan 
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Identify the 

Attack Surface 

Rapid 

Response 
Detect Unknown 

Threats 

Trust  

Assessment 

Protect Against  

Known Threats 

Continuous  

Security framework for digital security 
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Proposed Security framework 
Professional services + MSSP 

PROACTIVE APPROACH REAL-TIME PROTECTION 

RECON FOOTPRINT 

Penetration Test & 

Cyber Intelligence 

GAINING 

ACCESS 

MAINTAINING 

ACCESS 

ERASAL OF 

LOGS 

FIREWALL / 

WAF / IDS / IPS 

AV / DDOS / 

DLP TOOLS 

FORENSIC 

TOOLS 

MSSP Professional Services 
Partnerships 
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Dedicated  

Internet  

Access 

Smart Printing 

Laptop, tablet,  

smartphone 

Video surveillance 

Smart Board  

Video projector 

e-learning apps 

training, virtual class 

Videoconferencing  

Collaboration 

Digital catalogue 

Business  

Internet  

Security 

Business  

Wi-Fi 

Integrated and secured solution design 
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Romanian companies are very confident, 
but are they protected? 

Less than a quarter of the interviewed 
companies believe they are exposed to 
cybersecurity risks 

78% 

22% They feel

protected

They don't feel

protected

30% don’t secure the Wi-Fi network 

43% don’t have anti-malware filtering 

50% cannot control the Internet traffic 

63% don’t have anti-DDoS protection 

83% don’t have dual VPN authentication 
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197 days 

67% 

The world average for the 

time to detect an attack 

Of companies find out of the 

breach from external parties 

Average Number of Days to 

Detect a Breach by Industry 

A study by  The Ponemon Institute* 
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Orange Romania security approach 

Business Internet Security solution 
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Firewall Redundant 

Orange RO 

Internet 

Customer premises 

denied apps  

 security threats 

safe traffic 

allowed traffic 

Tablet Smartphone 

safe traffic 

Administration 

& monitoring 

On the move 

Orange Cybersecurity Center 

Employees Management 

Laptop Tablet Smartphone 

3G/4G network 

 denied apps 

Business Internet Security 
Managed security service architecture 
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2016 2017 2018 

URL 

Filtering 

Application 

control 

Anti-virus IPS, IDS 

Customer 

portal 

SoC 

Public 

threat map 

Vulnerability 

scanner 

Pen-testing Anti-DDoS 
E-mail 

protection 
Sandbox 

SSL 

decryption 

VPN server 
Explicit 

proxy 

Business Internet Security 
Product evolution 

Web app 

protection 

Microsoft 

AD 

integration 
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SECURITY 

ROUTING AND CONNECTIVITY 

CONTROL 

Business Internet Security 
More than security 
 

PROFESSIONAL  SERVICES 
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Firewall 

Allows new connections based only on a 
set of clear rules.  
Example: to a web server from the 
customer network or just to the 
destinations that are required 

Small and medium businesses that 

do not have professional network 
equipment; (cloud based solution) 

 The core network of large 

companies, where such systems already 
exist, but want a technology refresh to 
successfully respond to new threats (on-
premise solutions) 

ROUTING AND CONNECTIVITY 
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Network Address Translation 

Translating private IP addresses from the 
Customer network into one or more 
public IP addresses to facilitate Internet 
connectivity. Ensures visibility at the 
individual user level. 

Internet connectivity of multiple 

headquarters via a single secured point; 
Large number of users (eg Wi-Fi for 
visitors, private APN) 

ROUTING AND CONNECTIVITY 
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APN Filtering 

Filtering the traffic from the SIM cards 
that are part of a default private APN, 
depending on the IP assigned to each 
SIM. 

Reducing the cost of roaming 

Anti-phishing Filter 

IOT Solution 

ROUTING AND CONNECTIVITY 
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Remote Access VPN 

Secured and encrypted remote access 
over the Internet to the customer's 
resources accessible from the Orange 
network, using an IPSec-compliant VPN 
client, based on user name and 
password. 

Remote workers 

Subcontractors 

Secured access to IaaS resources 

ROUTING AND CONNECTIVITY 
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Site-to-Site VPN 

Secured and encrypted connection over 
the Internet of one or more remote 
locations to ensure customer access to 
their own resources hosted in the 
Orange network. 

Connectivity with an office outside 

the Orange network or abroad 

 Secure transfer of sensitive data 

over the Internet 

ROUTING AND CONNECTIVITY 
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Load Balancer 

Balancing incoming connections from 
the Internet to two or more of the 
customer's similar servers. LB is 
available for the following services: 
HTTP, HTTPS, IMAPS, POP3S, SMTPS, 
SSL. 

Scalability 

Redundancy 

For companies offering online 

services 

ROUTING AND CONNECTIVITY 
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URL Filtering 

Allows connection to websites according 
to a set of rules and based on their 
inclusion in the available categories, or 
one-off exceptions, in accordance with 
the Customer's security policy. 

Blocking access to malicious sites 

Blocking inappropriate content (ex. adult, gambling) 

Network bandwidth efficiency 

CONTROL 
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Application Control 

Recognizing the applications according 
to known/custom  signatures and 
blocking, limiting or allowing access to 
those applications according to a set of 
rules. 

Blocking inappropriate or malicious applications (ex. torrents) 

Prioritizing business applications 

 Avoiding security risks (e.g. data exfiltration) 

 Increasing employee efficiency 

CONTROL 
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Management interface CONTROL 
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Antivirus 

Inspection of transferred files within the 
10MB limit and blocking of those 
containing viruses. Blocking 
communication with command and 
control servers of botnet networks 
according to known signatures. 

Malware download blocking (e.g. Ransomware) 

IP Reputation & Anti-Botnet Security Service 

 
 
 

SECURITY 
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Advanced threat protection 

Delivering sandboxing as an integrated 
feature of established security 
technologies already in place across 
network, email and web application 
inspection points.  

Discovering zero-day vulnerabilities 

Together with IPS technology, that 

includes multiple smart security feeds, the 
solution offers advanced protection 
against known or unknown threats. 
 
 
 
 
 

SECURITY 
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DDoS  Protection 

DDoS protection is a premium 
service where customer traffic is 
constantly monitored, ensuring 
that, if attacked, it will be 
redirected to Orange Cleaning 
Center, thus ensuring the 
availability of Internet connectivity. 

For companies offering online 

services 

Can integrate other internet 

providers for on-premise solution 
 
 
 

SECURITY 
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E-mail protection 

Identifying "Spam" messages using known 
content recognition signatures and / or known 
malicious server lists, followed by proper 
tagging of messages by adding tags in the 
"Subject" field and / or blocking or deleting 
attachments that are identified as malware. 

Malware download blocking (e.g. 

Ransomware) 

Protect against socially-engineered phishing 

and business email compromise 

Blocking large volumes of unwanted spam 

Can be integrated with any customer's mail 

solution 
 
 
 
 

SECURITY 
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Web Application Firewall 

WAF’s AI-enhanced and multi-layered 
approach protects web apps from the OWASP 
Top 10 and more. With dual machine learning 
detection engines customer applications are 
safe from sophisticated threats such as SQL 
injection, cross-site scripting, buffer 
overflows, cookie poisoning, malicious 
sources and DoS attacks. 

For companies offering online services 

Protect web-based applications from code-

based vulnerabilities  
 
 
 
 

SECURITY 



Threat Map 
 

Real time threat analytics 
from data gathered from 
Orange Business Internet 
Security Agents deployed 
across Romania 

 

 

https://bis-threatmap.orange.ro 
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40% 
of all Corporate dedicated Internet access links protected 

5.500.000 
 security events detected each month by  

ORO Business Internet Security  



30 

Visualizing Insights 

https://bis-threatmap.orange.ro 



Are you vulnerable? 
 Find out if your website is vulnerable 

to cyber threats by using Threat 

Map’s advanced security scanning 

engines: 

 Web Security Scanner 

 CMS Specific Scanner (for 

Drupal, Joomla, WordPress) 

 APT Watering Hole Malware 

Detection Engine 

 RO Hacked Database 

 

Detailed Reports on found 
vulnerabilities, malware and 
remediation techniques 

 

https://bis-threatmap.orange.ro 



 

 

 

 

http://www.cybersecuritychallenge.ro 

https://www.youtube.com/watch?v=-zi4y211ZNo
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Thanks. 
We are here for you. 
We’re listening. 


