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The structure of the individual country reports

The individual country reports (i.e. country-specific) present the information by following
a structure that is complementary to ENISA’s "Who-is-who” publication and is intended
to provide additional value-added to the reader:

e NIS national strategy, regulatory framework and key policy measures

e Overview of the NIS governance model at country level

o Key stakeholders, their mandate, role and responsibilities, and an overview of
their substantial activities in the area of NIS:

National authorities
CERTs

Industry organisations
Academic organisations

Other organisations active in NIS

o Interaction between key stakeholders, information exchange mechanisms in
place, co-operation & dialogue platforms around NIS

e Country specific NIS facts, trends, good practices and inspiring cases.

For more details on the general country information, we suggest the reader to consult
the web site: http://europa.eu/abc/european countries/index en.htm



http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures

Overview of the NIS national strategy

In the frame of the consensual model, the key stakeholders know each other and
providers share information with authorities easily. As the administration for resilience
issues is a small one, public authorities need to share information with providers and
engage in good exchange to enhance information level. Information is exchanged on all
topics addressed here, i.e. information security policies, business continuity plans,
preparedness measures, information on geographical, topological and technical network
structures, locations with high infrastructure density.

In addition, information is exchanged about new technologies that have been rolled out.
Within the cooperative model, information sharing, whereby formal requests are
unnecessary is the norm. However, appropriate legislative requirements for information
sharing are in place.

As regards the use of the information collected, ComReg holds a large stock of
information. ComReg analyses the information appropriately according to various
criteria. In the frame of the consensual model, the key stakeholders know each other
and providers share information with authorities easily.

The regulatory framework

The following Irish national regulations have relevance and applicability in the domain of
network and information security:

Data Protection/Privacy Legislation
Data Protection (Amendment) Act 2003

The Data Protection Act of 1988 was amended in 2003 to ensure full compliance with the
EU Data Protection Directive (95/46/EC).The aim of the Directive is to establish common
standards of data protection across Member States in order to protect personal privacy
and ensure the smooth operation of the internal market, while ensuring adequate levels
of data protection in countries outside the European Economic Area in order to facilitate
and encourage international trade (Department of Justice, Equality and Law Reform).
The Data Protection Commissioner oversees and enforces the Act.

eCommerce Legislation

Electronic Commerce Act, 2000

The Electronic Commerce Act 2000 became law on 20 September 2000. It implements
the EU Directive on a Community framework for electronic signatures (1999/93/EC) and,
in part, the EU Directive on electronic commerce (2000/31/EC). The Act provides (with
some exceptions) for the legal recognition of electronic signatures, electronic writing and
electronic contracts. It authorises the use of encryption and sets the rights and
obligations of Certification Service Providers (CSPs).

European Communities (Directive 2000/31/EC) Regulations 2003

The Irish Minister for Enterprise Trade & Employment signed those regulations in 2003
with a view to give effect to those remaining provisions of the EU Directive on electronic


http://www.dataprotection.ie/documents/legal/act2003.pdf
http://www.irishstatutebook.ie/1988/en/act/pub/0025/index.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML
http://www.dataprotection.ie/
http://www.irishstatutebook.ie/2000/en/act/pub/0027/index.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:EN:HTML
http://www.irishstatutebook.ie/2003/en/si/0068.html
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commerce (2000/31/EC) not transposed into Irish law by the Electronic Commerce Act
2000.

eCommunications Legislation

Communications Regulation Act, 2002

By means of the Communications Regulation Act 2002 and of secondary legislation (a
number of Statutory Instruments), Ireland transposed all Directives under the EU
regulatory framework for electronic communications, namely: Directive 2002/21/EC
(Framework Directive); 2002/20/EC (Authorisation Directive); 2002/19/EC (Access
Directive); 2002/22/EC (Universal Service Directive); and 2002/58/EC (Directive on
privacy and electronic communications).

eSignatures Legislation

Electronic Commerce Act, 2000

The Electronic Commerce Act 2000, which became law on 20 September 2000,
implements the EU Directive on a Community framework for electronic signatures
(1999/93/EC). The Act provides (with some exceptions) for the legal recognition of
electronic signatures, electronic writing and electronic contracts. It authorises the use of
encryption and sets the rights and obligations of Certification Service Providers (CSPs).

Computer Crime Legislation
Criminal Justice (Theft and Fraud Offences) Act 2001

The unlawful use of computers is covered by the Criminal Justice (Theft and Fraud
Offences) Act 2001:

(1) A person who dishonestly, whether within or outside the State, operates or
causes to be operated a computer within the State with the intention of making a
gain for himself or herself or another, or of causing loss to another, is guilty of an
offence.

(2) A person guilty of an offence under this section is liable on conviction on
indictment to a fine or imprisonment for a term not exceeding 10 years or both.

Criminal Damages Act 1991
Section 5 - Unauthorised accessing of data:

(1) A person who without lawful excuse operates a computer - (a) within the
State with intent to access any data kept either within or outside the State, or:
(b) outside the State with intent to access any data kept within the State, shall,
whether or not he accesses any data, be guilty of an offense and shall be liable
on summary conviction to a fine not exceeding £500 or imprisonment for a term
not exceeding 3 months or both.

(2) Subsection (1) applies whether or not the person intended to access any
particular data or any category of data or data kept by any particular person.


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:EN:HTML
http://www.irishstatutebook.ie/2002/en/act/pub/0020/index.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0021:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0020:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0019:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0022:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:HTML
http://www.irishstatutebook.ie/2000/en/act/pub/0027/index.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:EN:HTML
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Self-regulations

Self-regulatory Code of Conduct for the Responsible and Secure Use of Mobile Services

The Irish mobile telecom operators have adopted a code of conduct that describes duties
of the signatory members in ensuring minimum protective measures for safer use of the
content provided on the mobile phone. The code has been tailored to the needs of the
Irish mobile electronic telecommunications market and complies with applicable
European and national legislation.

Industry Self-Regulation in Ireland

Currently in Ireland the Internet Service Providers (ISPs) operate under a self-regulatory
format! in relation to illegal and harmful content on the Internet, based on an industry
Code of Practice and Ethics which is overseen by the Irish Government. The Office for
Internet Safety has primary oversight responsibility in respect to reviewing and ensuring
the appropriate operation of the code and the wider self-regulatory system.

1 See information available at: http://www.internetsafety.ie/website/ois/oisweb.nsf/page/regulation-en


http://www.gsmeurope.org/documents/eu_codes/ireland_code_conduct.pdf
http://www.internetsafety.ie/website/ois/oisweb.nsf/page/regulation-en
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NIS Governance

Overview of the key stakeholders

We included below a high-level overview of the key actors with relevant involvement,
roles and responsibilities in NIS matters.

National e Department of Communication, Marine and Natural Resources
Authorities ¢ ComReg (Commission for Communications Regulation)
e MakelTsecure
e Irish Information Security Forum (IISF)
e Department of Justice, Equality and Law Reform
e National Crime Council
e Internet Advisory Board
e Data Protection Commissioner
e Department of the Taoiseach - Information Society Policy Unit (ISPU)
CERTs . HEANET-CERT - Higher Education Authority Net CERT
e IRISS CERT - Irish Reporting and Information Security Service CERT
e Jumper CSIRT - Computer Security Incident Response Team of the company
Jumper
e  POPCAP-CSIRT - Computer Security Incident Response Team of POPCAP
Games
Industry e ICT Ireland
Organisations e ISA (Irish Software Association)
e TIF (Telecommunications and Internet Federation)
e Irish Telecommunications Security & Fraud Forum
e Irish Internet Association (IIA)
e Internet Service Providers Association of Ireland (ISPAI)
Academic e National Centre for Technology in Education
Organisations
Others e HEAnet
e HEAnet-CERT
e IISAN
e Irish Computer Society (ICS)
e Irish Reporting and Information Security Service

e Consumers’ Association of Ireland (CAI)

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is
Who"” - 2010 Directory on Network and Information Security and for the CERTs we refer
to the ENISA CERT Inventory?

NOTE: only activities with at least a component of the following eight ENISA focus points
have been taken into account when the stakeholders and their interaction were
highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-
enterprises, e-ID, Development of Security, Technology and Standards Policy;
Implementation of Security, Technology and Standards.

2 See: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country


http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange
mechanisms in place, co-operation & dialogue platforms around NIS

Providers and public authorities work closely together on issues of resilience of public e-
commerce networks.

The Communications Sector, ComReg and major operators come together on a regular
basis. They have formed working groups on different levels, such as CEO level or
technical level. In the working groups, so called “Structured Exercises” are discussed,
designed and done. For example, the working group dealing with technical issues
designs and stress tests networks, and addresses these issues in desktop exercises.

Two industry committees have been set up in Ireland in the past twelve months. One is
at CEO level and the other is at technical level. The technical committee meets at least
every two or three months plus when needs arise such as incidents occur.

Co-operation via the Data Protection Commissioner

The Data Protection Review Group of the Irish from the Data Protection Commissioner
has published a consultation paper® to discuss a number of areas of the broad topic of
data protection. The main regulatory options available are identified and interested
parties are asked to provide comments thereon to assist the group reach a balanced
conclusion on how Ireland should address the issue of the most appropriate legislative
response to data breaches.

3 See the Consultation Paper of the Irish Data Protection Review Group available at:
http://www.justice.ie/en/JELR/Pages/DPRG Consultation


http://www.justice.ie/en/JELR/Pages/DPRG_Consultation
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Country-specific NIS facts, trends, good practices and inspiring cases

Security incident management

Providers in Ireland report security incidents. The reporting is structured as follows:

e An initial report about the incidents
e A progress report, and
e After damages from the incident are resolved, a closure report issued.

The Communication Sector follows this reporting procedure quite closely but increased
formalisation of this is going to be considered. The Communications Sector must inform
ComReg of significant outage issues, but defining “significant” has not been finalised yet.

In general, the reporting is confidential. However, if the incident happened in the public
domain, for example if a network was off, it could be made public by ComReg.

It is interesting to mention that during the first half of 2009, Ireland was mentioned in
the global report® published by the Anti-Phishing Working Group (APWG)> with the
following relevant statistics:

e 59 unique phishing attacks reported for this country;

e 48 unique domain names used for phishing reported for this country;
e A score of 3.9 phish per 10.000 domains registered in this country;

e A score of 4.8 attacks per 10.000 domains registered in this country.

Emerging NIS risks

In May 2009 Irish ISP Eircom experienced an unprecedented volume of traffic
deliberately directed at it's network which caused difficulties for customers.

Although the theft of sensitive IT assets is now a high-priority issue for most Irish
organisations data from the ISSA cybercrime survey 2008 indicates that many
organisations have significant work remaining to fully encrypt data stored on laptop and
desktop PC's. It appears that Irish organisations have a greater focus on external rather
than internal intrusions despite the fact that a similar number of organisations are
experiencing each issue. It is possible that this greater focus on external issues is due to
the many Irish website intrusions in the early part of this year but this may prove short-
sighted if internal intrusions increase due to economic circumstances.

4 See the report available at: http://www.antiphishing.org/reports/APWG GlobalPhishingSurvey 1H2009.pdf
° The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of
all types.



http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
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Resilience aspects

A new cross sector platform has been built in Ireland by using Tetra technology. This
platform is completely independent of all other infrastructure and was put in place to be
used by key officials should the country ever suffer an attack or denial of service which
affects the standard platforms and networks.

In Ireland, no repository of good practices on the resilience of public eCommunication
networks exists. Each operator is obliged to follow good practice, and operators and
stakeholders are engaging in good practice. Though not formalised, a good practice
repository among various stakeholders in the sector exists.

Privacy and trust

Status of implementation of the Data Protection Directive

The Data Protection Directive has been implemented in Ireland by the Data Protection
Act 1988 (the “"1988 Act”) as modified by the Data Protection (Amendment) Act 2003
(the “2003 Act”) and the EC (Electronic Communications Networks and Services) (Data
Protection and Privacy) Regulations 2003 (collectively, the "DPA").

The competent national regulatory authority on this matter in Ireland is the Office of the
Data Protection Commissioner (the “DPC").

Personal Data and Sensitive Personal Data

The DPA only applies to personal data, defined as “data relating to a living individual
who is or can be identified either from the data or from the data in conjunction with
other information that is in, or is likely to come into, the possession of the data
controller”. This definition is therefore closely based on the standard definition of
personal data. In particular, it only applies to living individuals as opposed to legal
entities. The DPC has endorsed the Opinion on Personal Data.

Under the DPA, sensitive personal data includes both: (i) the standard types of sensitive
personal data; and (ii) information about criminal offences or criminal proceedings.

Sensitive personal data may be processed if the standard conditions for processing
sensitive personal data are met. Additional legitimate processing conditions are set out
in the 2003 Act. These include processing for statistical purposes, political activities, the
collection of taxes, assessment of entitlement to social welfare benefits and processing
that is authorised by regulations made by the Minister for Justice for reasons of
substantial public interest.

Information Security aspects in the local implementation of the Data Protection
Directive

Data controllers and data processors must comply with the general data security
obligations.

No explicit breach notification obligation is imposed on data controllers or data
processors under the DPA. However, the Irish Data Protection Commissioner (DPC)
recommends voluntary notification and early engagement with his office in the event of
a security breach.

11
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Enforcement

The DPC may launch investigations into possible contraventions of the legislation and
has the power to seek an amicable resolution or issue a decision. The DPC has no power
to issue fines in respect of contraventions. However, the DPC in exercising its
investigation powers may issue an Enforcement Notice which is subject to a right of
appeal by either party to the courts. Prosecutions for criminal offences may be brought
by the DPC before the Irish courts, who may then impose fines.

The DPC has the power to conduct comprehensive privacy audits of data controllers, as
the DPC thinks fit, in order to ensure compliance with the DPA. Such audits are
supplementary to investigations carried out in response to specific complaints. In 2007,
12 privacy audits of data controllers were carried out by the DPC.

The DPC may also issue a Prohibition Notice in order to prohibit the transfer of personal
data from Ireland to a country or territory outside of the EEA. Such a notice may prohibit
the transfer concerned absolutely or until the data controller/data processor concerned
has taken such steps as are specified in the notice for protecting the interests of the data
subjects concerned. The data controller/data processor may appeal to the court against
the prohibition in the notice within 21 days of service. It is an offence to refuse or fail to
comply with a prohibition specified in the notice.

NIS awareness at the country level
Awareness actions targeting the consumers/citizens

The Irish national campaigns “make it secure” are run every two years in Ireland
involving radio, TV and seminars. The aim of the campaign® is to ensure that using
computers, broadband and the Internet is a positive experience by providing some basic
information on the issues that may affect computer users. The key information security
awareness topics relate to:

e Phishing
e Identity theft
e Social networking risks
e Spyware and viruses risks
The next campaign is scheduled for late 2009 or early 2010.

A successful initiative from the Irish Awareness Centre is “think B4U click” - it urges
students to take responsibility for their own online privacy. Results of the 2009 web
survey’ show that 45% of teens claim to use Internet messaging services every day or
almost every day, compared to one-in-ten in 2006.

¢ See: http://www.makeitsecure.org/en/index.html
7 See the Webwise 2009 Survey of Children’s Use of the Internet in Ireland available at: www.webwise.ie



http://www.makeitsecure.org/en/index.html
http://www.webwise.ie/
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Relevant statistics for the country

The information society in Ireland is at a relatively sub-averaged maturity stage of
development. The progress made can be considered as constant over the last years:
averaged rankings on broadband penetration, of Internet usage and e-Governance and
its constant progression through the years show that Ireland follows the European with a
short delay.

Based on the Eurostat® information, it appears that the broadband penetration trend for
Ireland is significantly currently above the EU average:

25

Broadband Penetration Trend
20 (as % of the population) e

15 /
. /
/

2004 2005 2006 2007 2008

Ireland

Average {27 EU countries)

Based on the same source of information, the regular use of Internet by the population
(use as % of the population) is constantly below the EU average but it continues on an
increasing path. Rates of internet usage have been gradually improving over the last few
years. Usage of Internet services follows the European trend.

60
50
40 / /
30 1 _-.-ll'_'——_
20 Regular use of the Internet
(as % of the population)
10
0 T T T T 1
2004 2005 2006 2007 2008
Ireland = Average (27 EU countries)

8 Source: Eurostat
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APPENDIX

National
responsibilities

National authorities

authorities

Ireland Country Report

in network and

Role and responsibilities

information security:

role and

Website

1. Department of
Communication,
Marine and Natural

The Department of Communications, Energy and
Natural Resources has responsibility for the
Telecommunications, Broadcasting and Energy

www.dcenr.gov.ie/

(Commission for
Communications
Regulation)

(ComReg) is the regulator for the electronic
communications (telecommunications, radio
communications and broadcasting) and postal
sectors.

The 2002 Communications Regulation Act sets out
ComReg's statutory objectives. For the electronic
communication sector these are:

to promote competition
to contribute to the development of the internal
market

e to promote the interests of users within the
European Community

Resources sectors. It regulates, protects and develops the
Natural Resources of Ireland.
2. ComReg - The Commission for Communications Regulation www.askcomreg.ie

3. MakelTsecure

Provides awareness to the public on prevalent
security issues, through to providing information and
sources to counteract the risks.

www.makeitsecure.ie

4. Irish Information
Security Forum
(IISF)

To improve the understanding and practice of
information security within the business computer
user community. Specific objectives are to:

e Facilitate the exchanging of information and
sharing of experiences of mutual interest

e  Provide a focal point for the users of various
information security products

e Hold regular meetings and presentations on
Information Security topics

e Represent the views of IT Security practitioners
on matters of public concern

®  Promote best security practice and standards

www.iisf.ie

5. Department of

Law Reform

Justice, Equality and

The remit of the Justice family of agencies and
services stretches across a range of human concerns.
It touches on every aspect of national life from child
protection and involvement in inquiries and tribunals
to all elements involved in crime and punishment and
the courts system, from the buying and selling of
property to a range of immigration services and the
areas of disability and diversity.

On the international front, the Minister and the
Department manage the interests of Ireland in
relation to Justice and Home Affairs matters by
participating fully in the European Union, the Council
of Europe and the United Nations.

The Office for Internet Safety is an Executive Office
of the Department of Justice, Equality & Law Reform
and takes responsibility for Internet safety in Ireland,
particularly as it relates to children.

www.justice.ie

www.internetsafety.ie/

6. National Crime
Council

The council was established by the Minister for
Justice, Equality and Law Reform. The Council has a
broad mandate to provide a forum for the
development, expression and contribution of a wide
range of views on anti-crime strategies and policies
and to raise public knowledge and awareness of

WWww.irlgov.ie/crimecou
ncil



http://www.dcenr.gov.ie/
http://www.askcomreg.ie/
http://www.makeitsecure.ie/
http://www.iisf.ie/
http://www.justice.ie/
http://www.irlgov.ie/crimecouncil
http://www.irlgov.ie/crimecouncil

National authorities

Role and responsibilities

crime.

*
***

* *
Ireland Country Report , €NISA

European Network
and Information
Security Agency

Website

7. Internet Advisory
Board

The IAB was established by the Minister of Justice,
Equality and Law Reform in February 2000. The IAB
assists and supports the Irish Internet Service
Provider (ISPAI) industry to deliver an effective self-
regulatory environment for internet content. The
board also commissions research on internet
downside issues and promotes awareness of internet
safety, particularly with regard to children.

www.iab.ie

8. Data Protection
Commissioner

The Data Protection Commissioner is responsible for
upholding the rights of individuals with respect to
personal data. The Commissioner also has a role to
play in the enforcement of Electronic
Communications Data Protection and Privacy
Regulations.

www.dataprotection.ie

9. Department of the
Taoiseach -
Information Society
Policy Unit (ISPU)

The Information Society Policy Unit (ISPU) in the
Department of the Taoiseach (Head of the Irish

www.taoiseach.gov.ie/i

ndex.asp?locID=175&d

Government) has  overall responsibility  for | ocID=-1

developing, co-ordinating and driving implementation
of the Information Society agenda.

Computer Emergency

responsibilities

With Ireland, several Computer Emergency Response Teams (CERTs) are active to
effectively and efficiently respond to information security incidents. CERTs act as critical
security service providers for the Government, Research & Education sector, or Private

Companies.

FIRST
member

10.HEANET- | No
CERT

TI
Listed

Yes

Response Teams (CERTs):

Role and responsibilities

HEANER-CERT is the Higher Education Authority
Net CERT. EAnet utilises the services of JA.net
CSIRT to provide a single, trusted point of
contact for our clients to deal with computer
security incidents and their prevention. The
aims of the service are to reduce the probability
of successful attack, to reduce the direct costs
of security to organisations and lower the risk
of consequential damage.

roles and

Website

www.heanet.ie/ser
vices/cert

11.IRISS No
CERT

Yes

IRISS CERT is the Irish Reporting and
Information Security Service CERT. The Irish
Reporting & Information Security Service
(IRISS) is an independent not for profit
company limited by guarantee founded in 2008
to provide a range of free services to Irish
businesses and consumers in relation to
information security issues to help counter the
security threats posed to the Irish businesses
and the Irish Internet space.

www.iriss.ie/iriss/

12.Jumper No
CSIRT

Yes

Jumper CSIRT is the Computer Security
Incident Response Team of the company
Jumper. Jumper CSIRT sells CERT services to
its customers.

www.jumper.ie

13.POPCAP- | No
CSIRT

Yes

POPCAP-CSIRT is the Computer Security
Incident Response Team of POPCAP Games.

WWW.popcap.com
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14.ICT Ireland

ICT Ireland is the voice of the information and
communications technology sector in Ireland and
represents over 300 companies. It is the representative
lobby group for the high-tech or knowledge sector within
the Irish Business Employers Confederation (IBEC)
bringing together, among others, the Irish
Telecommunications and Internet Federation (TIF) and
the Irish Software Association (ISA).

www.ictireland.ie

15.1ISA (Irish Software
Association)

The Irish Software Association (ISA) is a business
association within IBEC for the Irish software, services
and technology industry. The ISA is an affiliate
association to ICT Ireland and IBEC. ISA has represented
the interests of software and IT services companies in
Ireland since 1978.

www.software.ie

16.Telecommunications
and Internet
Federation (TIF)

The Telecommunications and Internet Federation (TIF) is
the principal trade association for the electronic
communications industry in Ireland. TIF is affiliated to
ICT Ireland, the voice of technology within IBEC.

The Regulatory Affairs Industry Group of TIF is active in
monitoring the regulatory environment, at a domestic
and at an EU level, for drafting legislation, laws and
regulatory announcements of relevance to the sector in
Ireland, and responding accordingly with the industry's
position. Also, it responds to calls for consultation from
ComReg on appropriate regulatory issues.

www. tif.ie

17.Irish
Telecommunications
Security & Fraud
Forum

The ITSFF has been established as an unincorporated
association since April 1998 and has developed a
reputation as an effective body operating in the field of
telecommunication fraud and security issues within the
industry.

www. tif.ie

18.1Irish Internet
Association (IIA)

Areas of Activity: The Irish Internet Association is the
professional body for those conducting business via the
internet from Ireland. It has been and remains one of
the driving forces behind the adoption of the medium.
Established in 1997, the IIA provides leadership to
enterprises and society conducting business in Ireland.

www.iia.ie

19.Internet Service
Providers Association
of Ireland (ISPAI)

The Internet Service Providers Association of Ireland was
formed in January 1998 by the leading Irish Internet
Service Providers operating at that time. The aim of the
association is to provide one voice for the Irish ISP
industry at national, EU and International level. The
ISPAI has agreed with the Irish government that a self-
regulatory approach to the industry has greater
opportunities for success and effectiveness. As part of
this, the ISPAI established and funds the www.hotline.ie
service to combat illegal content, especially child
pornography, being hosted and distributed on the
Internet. The ISPAI represents the industry on the
Government's Internet Advisory Board.

WWWw.ispai.ie

Academic organisations active in network and information security: role

and responsibilities

Academic bodies

Role and responsibilities

Website

20. National Centre for
Technology in

The NCTE is an agency of the Department of Education
with responsibility for implementing ICT policy in
schools.

www.ncte.ie



http://www.ncte.ie/
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Others
21.HEAnet

Other bodies and organisations active in network and
security: role and responsibilities

Role and responsibilities

HEAnet is committed to delivering, supporting and
maintaining the most cost-effective and technically
advanced solutions and services for national and
international networking to meet the needs of its user
community.

information

| Website
www.heanet.ie

22.1ISAN

Part of the European ‘Insafe’ Internet safety network
under the ‘Safer Internet’ programme which aims to
promote safer use of the Internet and new online
technologies, particularly for children, and to fight
against illegal content and content unwanted by the end-
user, as part of a coherent approach by the European
Union.

www.webwise.ie/Co
ntact.aspx

www.webwise.ie

23.Irish Computer
Society (ICS)

The Irish Computer Society was founded in 1967 as the
national body for Information and Communication
Technology (ICT) Professionals in Ireland. Since its
foundation the ICS has promoted the continuous
development of professional ICT knowledge and skills in
Ireland by organising seminars, lectures and related
activities.

The ICS represents the views of members to
Government on topics of relevance, such as budgets and
taxation, data protection, education and training. The
Society is a nominating body for the Industrial and
Commercial Panel of Seanad Eireann. ICS members
serve from time to time on commissions, boards and
committees appointed by government.

http://www.ics.ie

24.1Irish Reporting and
Information Security
Service.

IRISS - CERT was set up by a private individual who
works with the industry players to provide a range of
high quality information security based services to aid
Irish based organisations and citizens to better secure
their information technology facilities and services in
accordance with industry recognised standards and
compliance requirements.

WWW.iriss.ie/iriss/

25.Consumers’
Association of
Ireland (CAI)

A consumer organisation, its aim is to protect and
educate consumers.

WWW.CONsumerasso
ciation.ie

26.ISSA - Irish Chapter
of the Information
Systems Security
Association

The Information Systems Security Association is an
international professional body for information security
personnel.

The ISSA / UCD Irish Cybercrime Survey is the result of
a unique collaboration between the Irish chapter of ISSA
and UCD's Centre for Cybercrime Investigation. This
project is led by ISSA volunteers and conducted without
any external funding, relying on the support of the Irish
information security community.

www.issaireland.or
[e]
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Country specific NIS glossary

CAI Consumers’ Association of Ireland

ComReg Commission for Communications Regulation

DPA Data Protection Act

DPC Office of the Data Protection Commissioner

Garda Siochana The Guardians of the Peace (of Ireland) is the police force of the Republic of Ireland

HEANET-CERT Higher Education Authority Net CERT

ICS Irish Computer Society

IIA Irish Internet Association

IISAN Part of the European “Insafe Internet safety network”

IISF Irish Information Security Forum

IRISS CERT Irish Reporting and Information Security Service CERT

ISA Irish Software Association

ISPAI Internet Service Providers Association of Ireland

ISPU Information Society Policy Unit

NCTE National Centre for Technology in Education

TIF Telecommunications and Internet Federation
References

e The Consultation Paper of the Irish Data Protection Review Group available at:
http://www.justice.ie/en/JELR/Pages/DPRG Consultation

e An overview of the eGovernment and elnclusion situation in Europe, available at

http://www.epractice.eu/en/factsheets

e ENISA, Information security awareness in financial organisation, November 2008, available at
http://www.enisa.europa.eu/doc/pdf/deliverables/is awareness financial organisations.pdf

e Ireland - ENISA CERT Directory: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-

country/ireland
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