EUROPEAN COMMISSION

W X ¥
e e DIRECTORATE-GENERAL
¥ INFORMATICS
W W
Information systems Directorate

European Commission

e-PRIOR User Activation Procedure

Date: 15/06/2011

Version: 0.7

Authors: Olivier Derveau (Trasys)
Maarten Daniéls (PricewaterhouseCoopers)

Revised by: Didier Thunus (European Commission, DIGIT B4)
Denis Janssen (Trasys)

Approved by:

Public:

Reference Number:

Commission européenne, B-1049 Bruxelles / Europese Commissie, B-1049 Brussel - Belgium. Telephone: (32-2) 299 11 11.

Commission européenne, L-2920 Luxembourg. Telephone: (352) 43 01-1.



Document History

Version | Date Comment Modified Pages

0.007 15/06/2011 | Updated SMT Configuration, 83
Adding triggers for procedures §4.1.1,8412
Obtain a GLN number (customers) §4.1.22

0.006 20/01/2011 | Update supplier and customer activation §4.1.2 and
paragraphs §4.1.1

0.005 31/03/2010 | Add customer activation §4

0.004 18/11/2009 | Included communication of user details All pages

0.003 16/10/2009 | Implementation of comments by Didier All Pages
Thunus

0.002 13/10/2008 | Included DIGIT/R approval and SMT All pages
configuration

0.001 28/09/2009 | Initial version All pages




Table of Contents

O B N O 1 1 1 N S 4
2. BUSINESS VALIDATION ..ottt sttt sna s s snne e 5
3. SMT CONFIGURATION. ...ttt et aee e e e e e e e e e nnneeennes 6
4, DATABASE CONFIGURATION ...ttt 7
O oo = U] =SSR 7
4.1.1. USER AND SUPPLIER CREATION ..ceceeeieiiiitrrrreeeeeeeeseesssnsssesereesseseanns 7
4.1.1.1. Check if the supplier already exiStS[1]......ccceverimrirriirieereeree e e see e 8

4.1.1.2. Obtain GLN/EAN NUMDEX [2] ...ovviiriiiierieierieieeeesesie e 8

g I RS @ o = 1 I e 1 1 | PSR 8

O I R O (= | (=X U o o] 1= 9

4.1.1.5. Check if the user already eXiStS[5] ....ccevveerieerieriir i 9

O B I O (= | (= 01 = il 9

4.1.1.7. Update user PasSWOI [7]....ccceieeiriiriie e sieesee s see e seeesreesee s sre s s s snne e e 9

4.1.1.8. Create Supplier AQreement [8] .....cceveereerierier e e seese e e see e sre e eneee s 10

4.1.1.9. Check if interchange agreement already existS[9] ......cccoevveevirriernirnieesien e 10

4.1.1.10. Create interchange agreement [10] ........ccccevcvrieeiieeseesen e 11

4.1.1.11. Check if logsare enabled [11] .....ccccvvereiieieesee e e e s e 12

0 0 2 o] ) T 13 1 2 S 12

4.1.2. BACK OFFICE AND CUSTOMER CREATION ...uvviveivieeesvreeesseeee e 12
4.1.2.1. Check if the customer already eXiStS[1] ....ccevverrierrirrireieereereesee e 13

4.1.2.2. Obtain GLN/EAN NUMDEX [2] ..ecvvveiiiierierieieieeeesie e 13

4.1.2.3. Obtain Organization 1D [3]....cccieeiieriieriie e s see et e e e s snee e ens 14

L O (= | (=T ol o 1= 14

4.1.2.5. Check if the back office already eXiStS[5]......cccuveerieerierrierririir e 14

4.1.2.6. Create back OffiCE [6]....veierrierrireiiciie e see st e e e enree 14

4.1.2.7. Update back-0ffice password [7] ......ccccveeieriernieeie e ses s see e e ste e neee 14

4.1.2.8. Create Customer Agreement [8] .....coovv e e i et 15

4.2. Procedurefor modifiCationS..........ccccveveiieiie it 15
4.2.1. UPDATE SUPPLIER EAN CODE........ccvieeei ittt 15
4.2.2. UPDATE CUSTOMER EAN CODE .......ovviviiiiiiiee e 16

5. COMMUNICATION OF USER DETAILS ..o 17
I IO = g 0T 1SS o o P 17

Table of figures

Figure 1 — New INCIAeNt iN SMT ..ot 6
Figure 2 — User/Supplier Creation diagraim ..........cccooeeireienereieeesesese e 7
Figure 3 —Back Office/Customer Creation didgram............cceererereneneneeesesese e 13



1. INTRODUCTION

This document describes the procedures to be followed when to configure Open E-Prior to add
customers and suppliers and to configure the interchange agreement between them.



2. DATABASE CONFIGURATION

2.1. Procedures

2.1.1. USER AND SUPPLIER CREATION

This procedure is triggered after a Supplier has completed the CTP and has signed the ICA.

The following diagram details the steps to be executed by the e-PRIOR support team in order to
register asupplier in the e-PRIOR database.
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Figure 2 —User/Supplier Creation diagram



2.1.1.1. Check if the supplier already exists[1]

The Supplier can already exist and be linked to a different user in the context of another module
of ePRIOR (e.g. a Supplier uses different Users for e-Invoicing and e-Ordering).

The following SQL statement can be used.

select * fromsup_tb_supplier where sup name = ' Supplier XXX

2.1.1.2. Obtain LEF ID Number [2]
Not relevant for Open e prior

2.1.1.3. Obtain GLN/EAN or VAT Number [2]

Suppliers in open e-Prior must be uniquely identified. We do recommend the use of GLN
numbers (these can be obtained from GS1). Vat numbers can also be used to identify suppliers.

Currently the system does not support multiple identifiers for a single supplier. The same

Supplier identified in the platform via it's GLN and Via it's VAT number will be considered as
two different suppliers by the system.

2.1.1.4. Create supplier [4]

The following SQL statement can be used.
insert into sup tb supplier
(SUP_NAME, SUP_EAN CD)

val ues
( 'SupplierXXxX', 'EANXXX')

2.1.1.5. Check if the user already exists [5]

The following SQL statement can be used.

select * fromsup_tb_user where usr name = 'User XXX

Attention (implicit rule): a new user name should not be already used by a back-office user!
So the following query should return no result:

select * fromepr tb backend where BCK USER NAME = ' User XXX

2.1.1.6. Create user [6]

Thefollowing SQL statement can be used.

insert into sup th user
(USR_NAME, USR_EMAILADDRESS)
val ues
("UserXXX ,"mail @mail.mil")

Remark: It is also possible to update the e-mail address field afterwards by using the following
statement:



update sup_thb user
set USR _EMAILADDRESS = 'mail2@mil . mail’
where USR_NAME = ' User XXX

2.1.1.7. Update user password [7]

The following groovy script can be executed in the admin console. It provides origina and
encoded value for the password.

i mport java.security.MessageDi gest;
i mport sun. m sc. BASE64Encoder ;

/1l Generate a random password
StringBuffer randonmPassword = new StringBuffer();
for(int i=0; i<8; i++){
doubl e d = Mat h. random() *55;
int j = (int)d,
if (j<10)
randonPasswor d. append( (char) (48+j));
else if (j < 36){
randonPasswor d. append( (char) (55+j));
}el se{
randonPasswor d. append( (char) (61+j));
}
}

/1 Assign the random password value. |f one wants a given val ue,
/1 Just replace randonPassword.toString() by "your_ password_val ue"”
String password = randonPassword.toString();

MessageDi gest di gest = MessageDi gest. getlnstance("SHA-1");
byte[] hash = digest. di gest(password. getBytes());

String hashDB = "{SHA-1}"+ new BASE64Encoder (). encode( hash);

/1 Display the original password val ue between <code></code> tags.
resul t.append("\nOriginal: & t; code&gt; " +password+"& t;/code&gt;\n");

/1 Di splay the encoded password val ue between <code></code> tags.
resul t. append("\ nEncoded: & t; code&gt ; "+hashDB+" &l t; / code&gt;\ n");

The following SQL statement can be used to update the password field in the database.

update sup_thb user
set USR_PASSWORD = ' ENCODED_PASSWORD
where USR_NAME = ' User XXX

2.1.1.8. Create Supplier Agreement [8]

The following SQL statements can be used.
1. Get user ID

sel ect usr_id from sup_tb_user where usr name = ' User XXX

2. Get supplier ID

sel ect sup_id from sup_tb_supplier where sup name = ' Supplier XXX



3. Create supplier agreement

insert into sup th agreenent
(AGR_SUP_I D, AGR USR I D

val ues

( SUPPLI ERXXI D, USERXXI D)

2.1.1.9. Check if interchange agreement already exists[9]

The following SQL statements can be used.

1. Identify the supplier agreement
a. Findtheuser ID

sel ect usr_id fromsup_tb_user where usr name = ' User XXX

b. Find the supplier ID
sel ect sup id from sup_tb_supplier where sup name = ' Supplier XXX

c. Check for existing agreement
select agr_id fromsup_ tb agreenent where AGR_SUP_ID = SUPXXXI D and

AGR USR I D = USRXXI D
2. ldentify the internal department ID

sel ect IDP_ID from EPR TB | NTERNALDEPT IDP ID where IDP NAME = 'DIGT
Fi nances'

3. ldentify the customer agreement

sel ect idb_id from EPR _TB_ | NTERNALDEPT BACKEND j oi n

EPR_TB_I NTERNALDEPT
on idb idp id = idp_id join EPR TB BACKEND on idb bck id = bck id
where idp name ='DIG T Finances' and BCK NM = ' ABAC Assets |nvoi ce'

To obtain the relevant back-office name (second parameter) the following query can be used:
sel ect bck _nm from epr_tb_backend
4. Determine the profile for that interchange agreement.
The following statement gives the list of the supported profiles:

select * from EPR_TB_PROFI LE

5. Check for existing interchange agreement for a given profile

sel ect * from EPR TB | NTERCHANGEAGR where ICA AGR ID =
SUPPLI ER_AGREEMNT | D and ICA IDP_ID = | NTERNAL DPT_ID and ICA PRF_ID
= PROFILE_ID and ICA IDB ID = IDB_ID

(Red values are parameters identified in point 1 to 4)



2.1.1.10. Create interchange agreement [10]

The following SQL statement can be used.

insert into EPR TB | NTERCHANGEAGR

(ICA AGR ID,ICA IDP ID,ICA PRF ID, ICA IDB ID)

val ues

( SUPPLIER AGREEMNT ID, INTERNAL DPT ID, PROFILE ID, IDB ID)

Attention (implicit rules): the following statements should provide no result (before and after
the creation of the interchange agreement!):

sel ect count(*),agr_sup_id,agr_usr_id, idb_idp_id, I1CAPRF ID from
EPR_TB_| NTERCHANGEAGR j 0i n

EPR TB | NTERNALDEPT BACKEND on ica_idb_id = idb_id join
sup_th_agreenent on ica_agr_id = agr_id

havi ng count (*) >1

group by agr_sup_id,agr_usr_id, idb_idp_id, 1CAPRF_ID

sel ect count(*),agr_sup_id,idb_idp_id, idb_bck id, I1CA PRF ID from
EPR_TB_| NTERCHANGEAGR j 0i n

EPR _TB | NTERNALDEPT BACKEND on ica_idb_id = idb_id join

sup_tb agreenent on ica_agr_id = agr_id

havi ng count (*) >1

group by agr_sup_id,idb_idp_id, idb_bck id, I1CA PRF_ID

2.1.1.11. Check if logs are enabled [11]

Thefollowing SQL statements can be used.

1. Find the relevant endpoint identifier

sel ect EDP_ID, PHR DEFAULT_VALUE from EPR TB_ENDPOI NT j oi n
EPR TB SERVI CE on EDP_SRV_ID = SRV_ID join UTL_TB PHRASE on
SRV.PHR ID = PHR ID

2. Findthelog level identifier

sel ect EVL_ID, PHR DEFAULT_ VALUE from REF TB EVENTLEVEL j oin
UTL_TB_PHRASE on EVL_PHR ID = PHR ID

3. Find thelog configuration for given supplier agreement ID and internal department ID

select * fromepr tb |loglevel LG_AGR ID = SUPPLI ER AGREEMNT | D and
LG _IDP_ID = INTERNAL DPT ID

2.1.1.12. Enablelogs[12]

The following SQL statement can be used.

insert into epr tb | ogleve

(LGL AGR ID, LGL IDP ID, LGL EDP ID, LGL EVL ID)

val ues

( SUPPLIER AGREEMNT ID, INTERNAL DPT ID, ENDPOINT ID, LOG LEVEL)



2.1.2. BACK OFFICE AND CUSTOMER CREATION

The following diagram details the steps to be executed by the e-PRIOR support team in order to
register a customer in the e-PRIOR database. The procedure is described in § 4.1.2.
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Figure 3 —Back Office/Customer Creation diagram

2.1.2.1. Check if the customer already exists [1]

The customer can already exist and be linked to a different back office in the context of another
module of e-PRIOR (e.g. a Customer uses different back offices for e-Invoicing and e-Ordering).

The following SQL statement can be used.

select * fromepr_tb_internal dept where IDP _NAME = 'Customer XX

2.1.2.2. Obtain GLN/EAN or VAT Number [2]

Customers in open e-Prior must be uniquely identified. We do recommend the use of GLN
numbers (these can be obtained from GS1). Vat numbers can also be used to identify customers.



Currently the system does not support multiple identifiers for a single customer. The same
customer identified in the platform via it's GLN and Viait's VAT number will be considered as
two different customers by the system

2.1.2.3. Obtain Organization 1D [3]
Not relevant for open e prior.
2.1.2.4. Create customer [4]

The following SQL statement can be used.
insert into epr _tb internal dept
(1 DP_NAME , | DP_EAN_CD)

val ues
(" Supplier XXX, ' EANXXX' )

2.1.2.5. Check if the back office already exists [5]

The following SQL statement can be used.

select * fromepr_tb_backend where BCK USER NAME = ' User XXX

Attention (implicit rule): a new user name should not be already used by a supplier user! So
the following query should return no result:

select * fromsup_tb_user where usr name = ' User XXX

2.1.2.6. Create back office [6]

We first need to identify the functionality to use:

select * from EPR _TB FUNCTI ONALI TY
(INV for invoicing, ORD for ordering, RQS for sourcing (erequest))

The following SQL statement can be used to create the back office.

insert into epr tb backend
(BCK_NM,BCK _FCT CD, BCK _USER NAME)

val ues

(" NAME', ' FUNCTI ONALI Y_CODE', ' USER')

2.1.2.7. Update back-office password [7]

The following groovy script can be executed in the admin console. It provides original and
encoded value for the password.

i mport java.security.MessageDi gest;
i mport sun. m sc. BASE64Encoder

/| Generate a random password
StringBuffer randonmPassword = new StringBuffer()
for(int i=0; i<8; i++){

doubl e d = Mat h. random() *55



int j = (int)d,

if (j<10)
randonPasswor d. append( (char) (48+j));

else if (j < 36){
randonPasswor d. append( (char) (55+j));

}el se{
randonPasswor d. append((char) (61+j));

}
}

/1 Assign the random password value. |If one wants a given val ue
/1 Just replace randonPassword.toString() by "your_ password_val ue"”
String password = randonPassword.toString();

MessageDi gest di gest = MessageDi gest. getlnstance("SHA-1");
byte[] hash = digest. di gest(password. getBytes());

String hashDB = "{SHA-1}"+ new BASE64Encoder (). encode( hash);

/1 Display the original password val ue between <code></code> tags
resul t.append("\nOriginal: & t; code&gt; " +password+"& t;/code&gt;\n");

/1 Di splay the encoded password val ue between <code></code> tags
resul t. append("\ nEncoded: & t; code&gt ;" +hashDB+" & t;/code&gt;\n");

The following SQL statement can be used to update the password field in the database.

update epr _tb backend
set BCK USER PASSWORD = ' ENCODED_PASSWORD
where BCK_USER_NAME = ' User XXX

2.1.2.8. Create Customer Agreement [8]

The following SQL statements can be used.
1. Get back-office ID

sel ect BCK _ID from epr_tb_backend where BCK USER NAME = ' User XXX

2. Get customer 1D

sel ect IDP_ID fromepr_tb_internal dept where IDP NAME = ' Custoner XX

3. Create customer agreement
insert into EPR TB_| NTERNALDEPT BACKEND
(IDB IDP ID , IDB BCK ID )

val ues
( CUSTOMERXXID, BACKENDXXID)

2.2. Procedurefor modifications

2.2.1. UPDATE SUPPLIER EAN CODE

The following SQL statement can be used.

update sup_tb_supplier



set

SUP_EAN CD = ' EANYYY'
wher e

sup _name = ' Supplier XXX

2.2.2. UPDATE CUSTOMER EAN CODE

Thefollowing SQL statement can be used.

update EPR_TB_| NTERNALDEPT
set

IDP_EAN CD = ' EANYYY'
wher e

IDP_NAME = ' Customer XXX



3. COMMUNICATION OF USER DETAILS

3.1. User password

The user password will be provided to the Supplier contact by phone or e-mail.
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