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Partially 

The organisation intends to share employee data with a benefits provider but hasn't fully documented how this aligns with their data protection policies.
Example

Somewhat 

User data is shared with third parties for marketing without any lawful basis or customer awareness, breaching GDPR requirements.
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Partially 

Sensitive health data is shared without evaluating the risk of unauthorised access, leaving personal information vulnerable.
Example 

Partially 

An informal understanding is in place, but it doesn't specify how data will be securely transferred or who is responsible in case of a data breach.
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Partially 

Employees are unaware that their personal data is being shared with external trainin
Example

Partially

A government agency shares full citizen profiles with a municipal office
when only contact details are needed, resulting in unnecessary data
sharing.
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[STAGE 1]
Purpose and lawfulness of data
sharing

Have you clearly defined and documented the purpose
for which you are sharing the data?

O Yes

The specific purpose for data sharing s clearly defined, documented, and
aligns with the original reasons for data collection.

QO Partially

“The purpose is somewhat defined but lacks full clrity or documentation.

O No

Thereis no defined or documented purpose for sharing the data

Action: If only partial or no purpose is defined, you should clearly

articulate and document the specific purpose of the data sharing.

Ensure it aligns with the original data collection purposes and
complies with data protection laws.

Is the data sharing lawful, fair, and transparent under data
protection regulations?

O Yes

Alawful basis for data sharing has been identified, and indviduals have
been informed accordingly

QO Partially

Alawiul basis is considered, but ts applicability is uncertain, or individuals
are not full informed,

O No

No lawful basis has been identified, and individuals are unaware of the dta
sharing.

Action: If only partial or no lawful basis is established, review data
protection laws to identify an appropriate lawful basis. Ensure
transparency by informing individuals about the data sharing ina
clear and accessible manner.
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[STAGE 2]
Data sharing agreements and risk
management

Have you established and documented a data sharing
agreement with the other party?

O Yes

Acomprehensive data sharing agreementls in place, detailing
responsivilties and data protection measures.

QO Partially

An agreement exists but lacks detail on key aspects like security protocols
or breach procedures.

O No

There is no formal data sharing agreement documented.

Action: If only partial or no agreement exists, develop a detailed data
sharing agreement outlining the purpose, lawful basis, security
measures, and roles of each party involved.

Have you assessed the risks associated with the data
sharing and taken steps to mitigate them?

O Yes

Athorough risk assessment or Data Protection Impact Assessment (DPIA)
has been conducted, and mitigation measures are implemented.

QO Partially

Some risks have been identified, but no formal assessment or full mitigation
planis n piace,

O No

Risks have not been assessed, and no mitigation measures are considered.

Action: If only partial or no risk assessment is done, conduct a DPIA
to identify potential risks. Implement appropriate measures to
mitigate identified risks before proceeding with data sharing.
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[STAGE 3]
Data minimisation and individual
rights

Are you sharing only the minimum amount of data
necessary for the intended purpose?

O Yes

Deta sharing is limited to whatis strictly necessary, adhering to the data
minimisation principle.

QO Partially

‘Some unnecessary data is included in the sharing process.

O No

Excessive data s shared beyond what is needed for the purpose.

Action: If only partial or no adherence to data minimisation, review
the data being shared. Remove any non-essential information to
comply with data protection principles and reduce the risk of data
breaches.

Have you informed individuals about the data sharing and
their rights in a clear and accessible way?

O Yes

Individuals are fully informed through privacy noices or direct
ccommunication, outlining how their data will be shared and their rights.
QO Partially

Individuals have been informed, but the information is incomplete, unclear,
or not easly accessible.

O No

Individuals have not been informed about the data sharing.

Action: If only partial or no information has been provided, update
your privacy notices and communication strategies. Ensure that
individuals are clearly informed about the data sharing activities and
understand their rights under data protection laws.
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