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Partially

Consent forms lacked specifics on third-party data sharing, so reconsent
may be necessary to cover this issue.
xxxxxxx
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Partially Compliant

Data storage periods exceed GDPR limits. Action: Adjust data retention policy to comply with GDPR, ensuring data is deleted after the legally specified timeframe.

Example

Somewhat

Users can't currently request data deletion. So a possible action is to develop an easy-to-use “Delete My Data” option in your upcoming solution and integrate it into user settings, so users can directly request data removal - also state that during data collection procedure
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High Sensitivity 

Health data classified as high sensitivity. Your team will need to store data in a secure server with encryption and restrict access to specific authorised personnel.
Example 

Partially Protected 

Sensitive data is stored securely, but access lacks MFA. An action could be to enable MFA on all systems handling this data and schedule quarterly security audits.
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Partially Standardised

Dates are mostly in “YYYY-MM-DD” format, but a few entries use “MM/ DD/YYYY.” Action: Run a data cleaning script to convert all dates to
Example

No 

Roles are unclear and the team is also not fully aware of your data policies. In this case, it may be necessary to assign data stewardship roles to team members, document responsibilities, and set monthly meetings to ensure data policies are followed.
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[STAGE 1] Break down the
question into components

Start by dissecting your main question (defined in the
Challenge Definition Tool), into smaller, more manageable
sub-questions or components.

Have you ensured that the amount of data collected is the
minimum necessary to address the problem or question?
Write down sub-questions below to help you answer that.

[STAGE 2] Consent and
compliance

Have you obtained meaningful consent to collect data?

QO Yes

Consent has been obtained, with individuals fully informed about data use,
Legal experts have also been consutted to ensure the consent was
collected inthe correct wey.

QO Partially

Consent obtained, but details on certain data uses are unclear or the
responsible for coliecting the consent of stakeholders are not experts on the
matter and not aware of all possible legal issues.

O No

Consent was not obtained.

Action: If only partial or no consent was obtained, clarify data use
and re-contact individuals internally or externally to ensure
informed consent. If necessary, consult legal experts on data
consent.
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Have you ensured data collection adheres to relevant
data protection regimes (e.g., GDPR)?

QO Compliant

Data handiing complies with al reguiatory requiremens.
QO Partially Compliant

Compliance in key areas, but some aspects need review.

O Non-Compliant

Practices do not meet data protection standards.

Action: Check GDPR or other relevant guidelines on data handling.
Specifically verify data storage duration, user rights (e.g., right to
access, right to erasure), and add any missing protocols. Implement
oradjust as needed.

[STAGE 3]

Data privacy and security by
design

Have you taken a “privacy-by-design” approach?

QO Yes

Privacy buitin from the very start of the data innovation project

O Somewhat

Privacy considerations included but notfully integrated.

O No

Privacy added/ wil be added later in response to issues.

Action: Integrate privacy measures like user-controlled data visibility
or opt-out options. Review and address each potential point where
user data is accessed to ensure it aligns with privacy requirements.
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Have you ensured that any sensitive data is protected?

QO Fully protected

Deta is encrypted with access controls. The encryption of the data innovation project has
beentested and validated with data legal experts.

QO Partially protected
Some protections but with gaps. The gaps are known by your tearm.

O Not protected

Data lacks necessary protections or your team simply does not understand the full extent
on howto secure sensitive data in your project

Action: Encrypt sensitive data fields, set up multi-factor
authentication (MFA) for system access, and implement regular
security checks.

[STAGE 4]
Data classification and governance

Have you classified your data based on sensitivity and
value?
O High Sensitivity

Your data innovation project will deal with confidential information or with eta that s very
itive. Your team understands also the risks of working with the data that you need.

O Moderate Sensitivity

Your data innovation project involves somewhat sensitive data such as personal
demographics. At the same time your team is not fully knowledgeaibie on all the risks.

QO Low Sensitivity

Your data innovation project will only utlise pubiic or non-sensitive data. Also, your team
has no expertise in classifying sensitive/non-sensitive data.

Action: For high-sensitivity data, apply stricter access controls (eg.,
limit to certain team members), encrypt data at rest and in transit,
and regularly audit access. Use the RACI Matrix and Data Team
creation tools.
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Have you established a data governance framework?

QO Yes

“The team working in this deta innovation project has develop a framework with roles and
policies established for the data.
O InProgress

There is 2 data governance framework in the making o at least the team understands the
necesstty of having one and how to develop it

O No

No framework established and you/your team do not understand why you need one or
howto develop .

Action: Define key roles (e.g., Data Steward, Compliance Officer)
and establish policies for data use, storage, and sharing. Hold
regular team reviews to ensure compliance.

[STAGE 5]
Data quality and standardisation

Have you ensured that the data conforms to its syntax
and definitions?

QO Fully Standardized

Data conforms completely to the estabished syntax, definiions, and formats (eg, ll dates
are in the same format, numerical data has consistent decimal places, and text data follows
specified encoding).

Q Partially Standardised

Data largely follows syntax and format standards but contains a few minor inconsistencies
(eg. occasional date or numerical format dewations, some fields with unexpected values).

QO Not Standardised

Datais inconsistent and does not follow defined syntax or format rules, requiring extensive
cleaning (eg, text data lacks encoding standerds, and numerical ields have veried decimal
precision).

Action: Use a data validation tool or script to automatically flag and correct
inconsistencies. Ensure that all fields meet defined standards (e.g., use systems for
date formatting or set rounding rules for numerical data).





